
Connected cars and privacy: 
who’s in the driving seat? 

IN 30 SECONDS
•  In the era of the connected car, 

OEMs need to transform their 
approach to customer data, 
address privacy concerns and 
comply with regulation

•  These challenges are 
compounded by rapidly 
evolving privacy regulations, 
and the difficulty of changing 
mindsets within well-established 
businesses 

•  We provide five 
recommendations for vehicle 
manufacturers to rethink their 
fundamental approach to 
privacy and establish it as a core 
tenet of their businesses

Original Equipment Manufacturers (OEMs) need to engineer their vehicles for a data driven world 
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Welcome to the painful complexity of connected car contracts
In comparison to a car buyer, the connected car buyer faces a mountain of contracts to sign. 
*See how long it takes to wade through:

our acceptance of these terms and conditions (“Terms”) A copy of the current version of these Terms can be found on the   website. 3. Changes to these Terms and the  Package 3.1 From time to time updates to the Remote Smartphone 
App may be issued through the Online Store and a notification to the device upon which you have installed providers; and/or (b) where there is a regulatory change or a change in law which requires us to makes changes to the  Services; 
and/or (c) to amend functionality and to make improvements to the Services. Any such changes will be notified to you by e-mail. 3.4 If you are a consumer, you may terminate your  Services in the event that any changes to these Terms or 
the package are to your material disadvantage. In such circumstances, if you are the first owner of your Vehicle, you must notify the authorised dealer from whom you purchased or leased your Vehicle who will refund to you any amounts 
paid by you in advance for  Services that you have not yet received. 4. Period during which we will provide the Services 4.1 Once the set-up of your  Services account is complete we will send a confirmation e-mail to you to advise you that 
the Services have commenced. Please note that the “SOS Emergency Call”  4 service will be active before set-up of your  Services account but on a limited non-personalised basis. 4.2 The provision of  Services will end on the expiry date of 
your current subscription period (“End Date”) unless you choose to renew (as described in clause 4.3) beyond the End Date or the  Package is terminated earlier by either us or you in accordance with clauses 14 or 15. In the case of “SOS 
Emergency Call”, Assistance” and “InControl Secure”, the End Date is shown on the   website. 4.3 You will be able to renew the  Services through the My on the website or by visiting one of our authorised dealers. Information on how to 
renew your Services will be made available on the My website. 4.4 Please be aware that your access to and use of “SOS Emergency Call”, “Optimised Assistance” and “InControl Secure” will end automatically if you remove your Vehicle from 
your  Services account. 4.5 IF YOU NO LONGER OWN OR USE YOUR VEHI onal information 5.1 The terms of our privacy policy as updated from time to time, available on the website (“Privacy Policy”) form part of these Terms and apply to 
your use of the Package. Please read it carefully. 5.2 In order to provide you with the Services it is necessary for us and our service providers to make use of location data sent from your Vehicle. We will always track the last parked location 
of the Vehicle (and such functionality cannot be switched o� by you), however, you can turn o� the journey tracking functionality (“Journeys”) of the Services at any time via the website and the Remote Smartphone App which will prevent 
any of the “Journey Information” (as defined in the Privacy Policy) from being sent from the Vehicle (except for the last parked location of the Vehicle). If, however, the “SOS Emergency Call”, the “Optimised Assistance” or the “InControl 
Secure” function is activated, real-time location data relating to the Vehicle will be sent to the relevant service provider and/or emergency services (as appropriate) even if you have switched o� Journeys. Please note that the and the “SOS 
Emergency Call” functions will be activated automatically upon the occurrence of a relevant trigger event such as your Vehicle being towed away with the ignition o� or the deployment of your vehicle’s airbags respectively. For full details 
of the relevant trigger events please refer to the Vehicle handbook. By accepting these Terms you consent to the use of the location data in accordance with the Privacy Policy. You have the right to withdraw your consent to us associating 
location data relating to the Vehicle with personal data that we collect from you at any time by contacting an authorised   Dealer but please note that this may mean that you will no longer be able to receive the  Services. 5.3 If you use 
the Services, you consent to us using data in accordance with our Privacy Policy. 6. Your use of the Package 6.1 You must: (a) promptly set up your  Services account using the guidelines available from the  User Guide. The  Services will not 
be activated until the entire set up process is complete. In addition, for the “Live” service to become active you will need to complete the set up process in the Vehicle; (b) only use the  Services for their intended use and in a reasonable 
manner (for example, the “SOS Emergency Call” service must only be used for actual emergencies, the “Optimised   Assistance” service must only be used for actual roadside assistance needs and the Secure” service must only be used in 
relation to actual and/or suspected theft of your Vehicle); (c) comply with all applicable tra¢c laws and good driving practice in relation to your use of the  Services (including but not limited to regulations relating to the use of mobile 
phones in vehicles); (d) keep your personal information stored in your  Services account accurate, complete and up-to-date and keep us informed of any changes to such information as soon as possible via the  website; (e) keep your 
username, password and PINs for your  Services secure and confidential. Do not share your password or PINs with anyone. Neither we nor any of our service providers have any obligation to enquire about the authority of anyone using 
your Vehicle, password or PINs. You are responsible for the actions related to the  Services of every person using your credentials and unless we are at fault, we cannot be held responsible for any unauthorised use of the  Services; (f) ensure 
that all Users use the  Package in accordance with these Terms and are made aware of these Terms and the Privacy Policy (including the way in which we collect and use data from the Vehicle);  6 (g) be responsible for taking out your own 
insurance for your Vehicle. The  Services shall in no way constitute insurance services; (h) ensure that you turn on the “Service Mode” when your Vehicle is being serviced and turn on the “Transport Mode” when your Vehicle is being 
transported in order to prevent the theft alert from being activated. This can be done via the  Remote Smartphone App or the   website; (i) ensure that you turn on the “Valet Mode” on your Vehicle if you leave it with someone who you do 
not wish to have access to “Live” or WiFi Hotspot on the Vehicle; (j) be responsible for use of the ‘remember me’ function that applies to certain features of the  Package. This function enables you to remain automatically logged in on the 
Vehicle for more convenient access to the features. Please be aware that while this function is active any other person using the Vehicle will be able to view your stored settings, features and personal details in the Vehicle and use the  
Services in the Vehicle as if they were you. You should ensure the ‘remember me’ function is disabled if you do not wish other Users to have access; (k) only use the  Connectivity Services for utilising and accessing the  Services; (l) inform us 
or an authorised   dealer as soon as possible if you become aware of a security breach or any unauthorised use of the  Services; (m) be responsible for all Network Provider and data plan charges relating to your Personal SIM and use of 
“Live” and Wi-Fi Hotspot (after any initial free trial period or inclusive data plan where applicable). This includes any Network Provider charges for international data roaming. Please be aware that a small amount of  Connectivity Services 
data will be sent over your Personal SIM when Mobile Data and/or the Wi-Fi Hotspot are enabled. 6.2 Some countries may prohibit or restrict the use of certain  Services (for example, the remote engine start function). You must make 
yourself aware of, and you must comply with, all local laws in each country in which you intend to use or are using the  Services. 6.3 You must not: (a) copy the  Remote Smartphone App or Live Features except where such copying is 
incidental to normal use of the  Remote Smartphone App or Live Features, or where it is necessary for the purpose of back-up or operational security; (b) rent, lease, sub-license, loan, translate, merge, adapt, vary or modify the  Remote 
Smartphone App, Live Features or the   website; (c) make alterations to, or modifications of, the whole or any part of the  Remote Smartphone App, Live Features or the   website, or permit the   7 Remote Smartphone App, Live Features or 
the   website or any part of them to be combined with, or become incorporated in, any other programs; (d) disassemble, decompile, reverse-engineer or create derivative works based on the whole or any part of the  Remote Smartphone 
App, Live Features or the   website or attempt to do any such thing except to the extent that (by virtue of section 296A of the Copyright, Designs and Patents Act 1988) such actions cannot be prohibited because they are essential for the 
purpose of achieving inter-operability of the  Remote Smartphone App, Live Features or the   website with another software program, and provided that the information obtained by you during such activities: (i) is used only for the purpose 
of achieving inter-operability of the  Remote Smartphone App, Live Features or the   website with another software program; (ii) is not unnecessarily disclosed or communicated without our prior written consent to any third party; and (iii) 
is not used to create any software that is substantially similar to the  Remote Smartphone App, Live Features or the   website. (e) Use, or permit any other person to use, the  Package in any unlawful manner, for any unlawful purpose, or in 
any manner inconsistent with these Terms, or act fraudulently or maliciously, for example, by hacking into or inserting malicious code, including viruses, or harmful data, into the  Remote Smartphone App, Live Features or the   website or 
any operating system; (f) infringe our intellectual property rights or those of any third party in relation to your use of the  Package (to the extent that such use is not licensed by these Terms); (g) use the  Connectivity Services in a way that 
could damage, disable, overburden, impair or compromise our, or the Network Provider’s systems or security or interfere with other users of the Network Provider; (h) use the  Services or software in relation to Internet chat, peer to peer file 
sharing ("P2P"), bit torrent, or proxy server network; spamming, the sending of bulk unsolicited e-mails or commercial messages or maintaining any form of email server; (i) reverse engineer, decompile, disassemble, or otherwise attempt to 
derive the source or object code of the SIMs or any software running on the SIMs; (j) resell or use the  Package to provide any services to third parties other than occupants of the Vehicle at the time of using the  Package;  8 (k) use the 
Telematics SIM for any purpose other than for the  Connectivity Services and as may be specifically authorised by us from time to time; (l) permit the use of the SIMs, so as to cause the operation of the Mobile Network or the quality of the 
Mobile Network to be jeopardised, impaired or interrupted or to interfere with the integrity or security of any telecommunications or IT network or system; (m) otherwise use or copy the SIMs except as expressly allowed under these Terms; 
(n) use the  Connectivity Services in any way which involves the transmission of voice (including Voice Over Internet Protocol) other than Voice as defined above hereunder unless expressly agreed otherwise by us; or (o) use the  Services in 
any way which involves providing any service that allows access to a public IP or internet address either through a proxy gateway or some other means. 6.4 You are responsible, at all times, for your own and your passengers’ safety when 
using the  Package as well as for the security of your Vehicle and belongings. You must only use the  Services, in particular the  Remote Smartphone App services and Live Features, when it is safe to do so. We cannot accept any 
responsibility for any death, injury or damage which is caused by your failure to comply with this clause. 6.5 In using the  Package, you acknowledge and agree that internet transmissions are never completely private or secure. Despite the 
safeguards we and our service providers have in place, we are unable to guarantee that any information submitted over the internet using the  Services cannot be accessed or intercepted by others. 6.6 If a Personal SIM is originally 
supplied with the Vehicle and you choose to replace it with another Personal SIM, you will be responsible for all Network Provider and data plan charges relating to services and data transmissions enabled by that other Personal SIM. 7. 
Intellectual Property Rights 7.1 You acknowledge that all intellectual property rights in the  Remote Smartphone App, Live Features and the   website anywhere in the world belong to us or are licensed to us, that rights in the  Remote 
Smartphone App and Live Features are licensed (not sold) to you, and that you have no rights in, or to, the  Remote Smartphone App or Live Features other than in accordance with these Terms. 7.2 Some of the software components used 
in the  Remote Smartphone App, the Live Features and the   website are open source software and the intellectual property rights in them are owned by third parties. Except in the case of such open source software components, you 
acknowledge that you have no right to access any part of the  Package in source-code form. 8. Availability and use of the  Services  9 8.1 In order for you to use the  Services, your Vehicle must contain an embedded telematics device which 
receives Global Navigation Satellite System (“GNSS”) signals and uses wireless communication networks to communicate with our service providers. 8.2 Subject to clauses 8.5, 8.6 and 8.7: (a) the  Remote Smartphone App can be used in 
any country if you have data roaming enabled on your device or if you are connected to Wi-Fi; (b) the "SOS Emergency Call" service will be available in the country in which you subscribed for the  Services as well as in countries where the 

MACBETH Thou art too like the spirit of Banquo: down! Thy crown does sear mine eye-balls. And thy hair, Thou other gold-bound brow, is like the first. A third is like the former. Filthy hags! 
Why do you show me this? A fourth! Start, eyes! What, will the line stretch out to the crack of doom? Another yet! A seventh! I'll see no more: And yet the eighth appears, who bears a 
glass Which shows me many more; and some I see That two-fold balls and treble scepters carry: Horrible sight! Now, I see, 'tis true; For the blood-bolter'd Banquo smiles upon me, and 
points at them for his. Apparitions vanish What, is this so? First Witch Ay, sir, all this is so: but why Stands Macbeth thus amazedly? Come, sisters, cheer we up his sprites, And show the 
best of our delights: I'll charm the air to give a sound, While you perform your antic round: That this great king may kindly say, Our duties did his welcome pay. Music. The witches dance 
and then vanish, with HECATE. MACBETH Where are they? Gone? Let this pernicious hour Stand aye accursed in the calendar! Come in, without there! Enter LENNOX What's your grace's 
will? MACBETH Saw you the weird sisters? LENNOX No, my lord. MACBETH Came they not by you? LENNOX No, indeed, my lord. MACBETH Infected be the air whereon they ride; And 
damn'd all those that trust them! I did hear The galloping of horse: who was't came by? LENNOX 'Tis two or three, my lord, that bring you word Macdu� is fled to England. MACBETH 
Fled to England! LENNOX Ay, my good lord. MACBETH Time, thou anticipatest my dread exploits: The flighty purpose never is o'ertook Unless the deed go with it; from this moment The 
very firstlings of my heart shall be The firstlings of my hand. And even now, To crown my thoughts with acts, be it thought and done:The castle of Macdu� I will surprise; Seize upon Fife; 
give to the edge o' the sword His wife, his babes, and all unfortunate souls That trace him in his line. No boasting like a fool; This deed I'll do before this purpose cool. But no more 
sights!--Where are these gentlemen? Come, bring me where they are. Exeunt SCENE II. Fife. Macdu�'s castle. Enter LADY MACDUFF, her Son, and ROSS LADY MACDUFF What had he 
done, to make him fly the land? ROSS You must have patience, madam. LADY MACDUFF He had none: His flight was madness: when our actions do not, Our fears do make us traitors. 
ROSS You know not Whether it was his wisdom or his fear. LADY MACDUFF Wisdom! to leave his wife, to leave his babes, His mansion and his titles in a place From whence himself does 
fly? He loves us not; He wants the natural touch: for the poor wren, The most diminutive of birds, will fight, Her young ones in her nest, against the owl. All is the fear and nothing is the 
love; As little is the wisdom, where the flight So runs against all reason. ROSS My dearest coz, pray you, school yourself: but for your husband, He is noble, wise, judicious, and best knows 
The fits o' the season. I dare not speak much further; But cruel are the times, when we are traitors And do not know ourselves, when we hold rumour From what we fear, yet know not 
what we fear, But float upon a wild and violent sea Each way and move. I take my leave of you:
Shall not be long but I'll be here again: Things at the worst will cease, or else climb upward To what they were before. My pretty cousin, Blessing upon you!  LADY MACDUFF Father'd he 
is, and yet he's fatherless. ROSS I am so much a fool, should I stay longer, It would be my disgrace and your discomfort:
I take my leave at once. Exit LADY MACDUFF Sirrah, your father's dead; And what will you do now? How will you live? Son As birds do, mother. LADY MACDUFF
What, with worms and flies? Son With what I get, I mean; and so do they. LADY MACDUFF Poor bird! thou'ldst never fear the net nor lime, The pitfall nor the gin. Son Why should I, 
mother? Poor birds they are not set for. My father is not dead, for all your saying. LADY MACDUFF Yes, he is dead; how wilt thou do for a father? Son
Nay, how will you do for a husband? LADY MACDUFF Why, I can buy me twenty at any market. Son Then you'll buy 'em to sell again. LADY MACDUFF Thou speak'st with all thy wit: and 
yet, i' faith, With wit enough for thee. Son Was my father a traitor, mother? LADY MACDUFF Ay, that he was. Son What is a traitor? LADY MACDUFF Why, one that swears and lies. Son 
And be all traitors that do so? LADY MACDUFF Every one that does so is a traitor, and must be hanged. Son And must they all be hanged that swear and lie? LADY MACDUFF Every one. 
Son Who must hang them? LADY MACDUFF Why, the honest men. Son Then the liars and swearers are fools, for there are liars and swearers enow to beat the honest men and hang up 
them. LADY MACDUFF Now, God help thee, poor monkey! But how wilt thou do for a father? Son If he were dead, you'ld weep for him: if you would not, it were a good sigh that I should 
quickly have a new father. LADY MACDUFF Poor prattler, how thou talk'st! Enter a Messenger Messenger Bless you, fair dame! I am not to you known, Though in your state of honour I 
am perfect. I doubt some danger does approach you nearly: If you will take a homely man's advice, Be not found here; hence, with your little ones. To fright you thus, methinks, I am too 
savage; To do worse to you were fell cruelty, Which is too nigh your person. Heaven preserve you! I dare abide no longer. Exit LADY MACDUFF Whither should I fly? I have done no harm. 
But I remember now I am in this earthly world; where to do harm Is often laudable, to do good sometime Accounted dangerous folly: why then, alas, Do I put up that womanly defence , 
To say I have done no harm? Enter Murderers What are these faces? First Murderer Where is your husband? LADY MACDUFF I hope, in no place so unsanctified Where such as thou 
mayst find him. First Murderer He's a traitor. Son Thou liest, thou shag-hair'd villain! First Murderer What, you egg! Stabbing him Young fry of treachery! Son He has kill'd me, mother: Run 
away, I pray you! Dies Exit LADY MACDUFF, crying 'Murder!' Exeunt Murderers, following her SCENE III. England. Before the King's palace Enter MALCOLM and MACDUFF MALCOLM Let 
us seek out some desolate shade, and there Weep our sad bosoms empty. MACDUFF Let us rather Hold fast the mortal sword, and like good men Bestride our down-fall'n birthdom: each 
new morn New widows howl, new orphans cry, new sorrows
Strike heaven on the face, that it resounds
As if it felt with Scotland and yell'd out
Like syllable of dolour.
MALCOLM
What I believe I'll wail,
What know believe, and what I can redress,
As I shall find the time to friend, I will.
What you have spoke, it may be so perchance.
This tyrant, whose sole name blisters our tongues,
Was once thought honest: you have loved him well.
He hath not touch'd you yet. I am young;
but something

Welcome to the painful complexity of Connected Car contracts
In comparison to a car buyer, the connected car buyer faces a mountain of contracts to sign.

*See how long it takes to wade through:

Breakdown of agreements:
• Vehicle sale agreement
• Vehicle finance agreement
• Vehicle manufacturer T&Cs for
 connected services
• Vehicle manufacturer privacy
 policy for connected services
• **Third party applications
 T&Cs and privacy
 policies

Source: BearingPoint Institute
*Based on average reading time of 200 words per minute with a typical comprehension of 60%

**Average from US third-party agreements and data privacy policies totalling 14,955 words

You agree to receipt of all invoices in an electronic format, which 
may include email. Your total price will include the price of the 
product plus any applicable VAT (in e�ect on the day of 
download). By using the United Kingdom store you are specifying 
that as your country of residence for tax purposes. Any payments 
due to iTunes responsible for any additional tax obligations in the 
United Kingdom. Any payments due to iTunes are net of any 
additional applicable taxes Right of cancellation: Apple Music 
Service, iTunes Match, Season Pass, iTunes Pass, Multi-Pass and 
unredeemed, iTunes Gift and Allowances purchased directly from 
Apple. The excepted items can be cancelled by contacting iTunes 
Support. You also have the right to inform us using the model 
cancellation form below or by making any other clear statement. 
If you use Report a Problem we will communicate 
acknowledgement of receipt of your cancellation to you without 
delay. To meet the cancellation deadline, you must send your 
communication of cancellation before the 14-day period has 
expired. E�ects of cancellation: We will reimburse you no later 
than 14 days from the day on which we receive your cancellation 
notice. We will use the same means of payment as you used for 
the transaction, and you will not incur any fees for such 
reimbursement. Exception to the right of cancellation: You cannot 
cancel your order for the supply of digital content if the delivery 
has started upon your request and acknowledgement that you 
thereby lose your cancellation right.

30 mins

60 mins120 mins

150 mins

90 mins

24 mins
Unconnected car
Average vehicle sale
agreement, vehicle finance
agreement: 4,818 words

2hrs 32 mins
Connected car
Average length of agreements
and other third-party policies:
30,492 words

1hr 26 mins
Shakespeare’s
Macbeth
17,121 words

36 mins
Apple iTunes
Average length of
T&Cs: 7,336 words

Any such changes will be notified to you by e-mail. 3.4 If you are a 
consumer, you may terminate your Services in the event that any 
changes to these Terms or the package are to your material 
disadvantage. In such circumstances, if you are the first owner of 
your Vehicle, you must notify the authorised   dealer from whom 
you purchased or leased your Vehicle who will refund to you any 
amounts paid by you in advance for  Services that you have not yet 
received. 4. Period during which we will provide the  Services 4.1 
Once the set-up of your  Services account is complete we will send 
a confirmation e-mail to you to advise you that the  Services have 
commenced. Please note that the “SOS Emergency Call”  4 service 
will be active before set-up of your  Services account but on a 
limited non-personalised basis. 4.2 The provision of  Services will 
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2 Data privacy is so widely covered 
and discussed today1 that it almost 

feels like the topic is a closed book – but 
for original equipment manufacturers 
(OEMs), the story is just beginning. 
So far, the industry has been more 
focused on technological innovation, 
such as batteries and hydrogen, than 
data privacy. Yet equally crucial are 
privacy considerations, as it will be data 
that powers tomorrow’s cars. A strong 
privacy strategy will not only help OEMs 
manage this well, but is fundamental 
to their success. Without this, their 
ability to harness the value of the data 
their vehicles produce will be deeply 
compromised. 2

Developing a solid privacy policy is 
mission critical for connected-car 
manufacturers. Valuable lessons may 
be learned from sectors that have 
already sweated over the best ways to 
protect customer privacy. Yet vehicle 
manufacturers also face a unique set 
of hurdles, given the level of disruption 
brought about by connected cars. 
We believe the Holy Grail for OEMs 
is a strategy that addresses privacy 
holistically and transparently. Reaching 
this stage will not be a simple process, 
but it is manageable. 

Identifying the privacy 
challenges
In November 2015, Allgemeiner 
Deutscher Automobil-Club (ADAC), 
the German motorist organisation, 
discovered that large amounts of 
data were being captured by the 
on-board diagnostics (OBD) system of a 
BMW320d, including driving destinations 
and phone contacts, without the 
permission of the user.3 Other models 
will doubtlessly have the same issues 
– previously, this data could only be 
accessed by directly connecting to the 
OBD, but now the data is starting to be 
transmitted wirelessly – and the amount 
of data being captured is growing by the 
day. Addressing the legal consequences 
of these developments is imperative, as 
are a number of other privacy challenges 
that confront connected-car teams. 

Evolving relationships
For the first time, as connected cars 
move to the mainstream, OEMs will have 
to deal directly and around-the-clock 
with consumers – a sharp contrast from 
previous, sporadic interactions through 
dealerships. A huge part of this new 
relationship will be based around data, 
which will flow automatically from car 

to manufacturer.4 OEMs need to learn 
how to handle large volumes of data: a 
car can generate up to 25GB per hour 
according to some estimates5– and up 
to 1.8 GB/h can be transmitted on a 3G 
network. 

This means that a manufacturer could 
collect and store several GB’s per car, 
amounting to petabytes (PB, 1015) for 
each million cars and not least deal 
with customer concerns over how that 
information is being used, stored and 
shared.  

Doing this well will mean significant 
organisational changes for OEMs. 
Software is already becoming a key 
differentiator6 for customers when 
making decisions about which new car 
to buy.7 As OEMs add more software 
to their cars, there will be new services 
to manage and more data to analyse, 
store and secure – a serious shift 

OEMs need to learn how to 
handle huge volumes of data 
– a car can generate up to 
several GB per hour according 
to some estimates
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from the old hardware-focused days. 
The organisational structure of car 
manufacturers will increasingly change 
to reflect these changes. Building privacy 
into these new structures should be a 
high priority. 

The first challenge of doing this is 
building the right infrastructure, teams 
and individual capabilities to handle data 
comprehensively and thoughtfully. A 
clear appreciation for data protection will 
be required, as many in the industry are 
not yet familiar with existing regulations 
and internal policies. This can lead to 
miscommunications with the public, 
which does nothing to put privacy fears 
to rest.8 

A changing ecosystem
Vehicle manufacturers are scrambling 
to find their place in a highly dynamic 
ecosystem of connected-car services 
– having to determine which services 
to provide to customers, and with 
whom they should partner to achieve 
this. A central question concerns 
which connected services should 
be developed in-house and which 
should be fielded out to partners and 
third parties. External companies, for 
example, have less interest than OEMs 
in attending scrupulously to secure data 
management, since in the event of a 
problem it is the OEM that will bear the 

brunt of the reputational damage, not 
the service provider. Beyond reputational 
risks, it is the OEM again, not the 
service provider, that is likely to be liable 
in a court of law - which has major 
implications for the privacy strategy of 
manufacturers. 

Importantly, access to customer data 
won’t just be confined to external digital 
service providers. As the connected-car 
ecosystem matures, cars will increasingly 
communicate with pedestrians, public 
infrastructure (such as the Safespot 
project currently being trialled in Europe, 
which creates dynamic networks between 
vehicles and infrastructure to improve 
safety9), and other cars – including 
some from different manufacturers. 
Ultimately, this will lead to a vast number 
of interconnections where the privacy 
of the consumer must be considered 
and protected – yet another reason to 
develop a holistic privacy framework.

Creative tensions
One of the biggest challenges around 
privacy is that it brings a new set of 
interests into the development process. 
Engineers, naturally, want to design 
innovative products that use customer 
data in novel and exciting ways, and so 
may have less regard for data privacy 
compliance. This can create conflict with 
legal teams, who strive to minimise risk 

In the event of a problem, it is 
the OEM that will bear the 
brunt of the reputational 
damage – not the service 
provider

in such projects and the OEM’s potential 
liability. Similarly, marketing teams 
have their own set of priorities: how to 
harness data to grow their insights about 
customers and vehicles, and how to sell 
these innovations. 

At present, legal teams tend to be 
disconnected from the development 
phase of projects, often brought in late 
in the process once the product or service 
has already been developed. This can 
lead to situations where a project is 
eventually deemed unviable from a legal 
perspective after engineers have worked 
on it for months, serving to undermine 
the relationship between the two 
departments as a result. A holistic privacy 
framework would stop these issues before 
they even start. 
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Data ownership is a key issue driving privacy concerns around the world. Indeed, the initial question is whether 
data can be ‘owned’ in the first place. If it can, the question becomes who has ownership – the company that 
made the product or the consumer who bought it? More complicated still are these questions in the context of 
the auto sector, in which third parties enter the mix: for example, the driver may be a different person entirely to 
the car’s owner. 

No clear legal answer to these questions currently exists. However, a number of groups - such as FIA Region 1, 
a driver advocacy group operating in the EU who ran the My Car My Data campaign – are working to establish 
the rights of drivers to own their own data and control how it is used. These groups argue that drivers have the 
right to choose their own service provider, and that service providers should work to develop safe products and 
services.10 It seems the battle for connected-car data is just getting started.  

WHO OWNS THE DATA?

Anything to boost the OEM’s profile as a privacy leader will go a long way to boosting 
the culture of privacy in the organisation
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5 RECOMMENDATIONS
In October 2015, Volvo announced it would accept full liability for its cars when they are driving in autonomous mode.11 This move 
represents a landmark for connected cars, effectively removing one area of concern for consumers as they make purchasing deci-
sions on new cars. Now, OEMs need to make the same leap forward for privacy. 

In order to deal with privacy issues in a holistic way, OEMs must address a number of challenges and change their structures to 
accommodate privacy across the whole business. But where to start?

1. An executive-level 
commitment to privacy
Privacy must become an integral part 
of every OEM’s company vision, and a 
core component of the company culture. 
Despite some recent initiatives, this is 
yet to be the norm industry-wide. The 
first step in this direction is reaching 
consensus at board level that privacy 
must be managed comprehensively, at 
every stage of connected-car develop-
ment and beyond. Once this is attained, 
OEMs will be in a position to begin 
securing data at every stage of the value 
loop, within every node of the organisa-
tion. 

The next step is appointing a data 
protection officer to the C-suite, who 
will be responsible for developing a 
company-wide privacy programme. 
Companies can then implement a 
privacy committee or centre of excel-
lence, install privacy champions in 
every department, build training plans 
for privacy awareness, and run regular 
privacy audits across the business. 

2. A holistic approach to 
Privacy by Design 
First conceived back in 1995, Privacy by 
Design (PbD) has shot to prominence in 
recent years thanks to the advent of big-
data technologies, and their implications 
for consumer privacy. At the heart of PbD 
is the idea that privacy should be taken 
into account throughout the whole engi-
neering process, rather than tacked on at 
the end. PbD is now widely accepted by 
regulators around the world as a funda-
mental aspect of privacy protection.

PbD brings many benefits to organisa-
tions that adopt it into their engineering 
processes. First, it engenders increased 
awareness of privacy issues within busi-
nesses. Second, it assists companies in 
identifying potential privacy issues at 
an early stage of development. This will 
help minimise projects being scrapped 
belatedly as non-viable from a privacy 
perspective. 

To implement PbD, clear communica-
tion channels need to be established 
– whereby information on current 

regulations informs the planning of 
design projects, and an appropriate 
and structured review process is in place 
that involves the relevant stakeholders, 
including product development teams, 
connected-car teams and legal depart-
ments. This approach must also be prag-
matic: managing customer expectations 
over privacy must be weighed against 
the seamless experience that connected-
car technologies will provide them with.

PbD is gaining traction internation-
ally. For example, it will be referenced 
in the forthcoming EU General Data 
Protection regulation – a notable initia-
tive for privacy advocates. Facebook’s 
Chief Privacy Officer claims that the 
company designs PbD principles into 
every product, feature and update it 
now builds.12 Apple encrypts all outgoing 
messages from its iPhones without 
storing the unique encryption key, 
meaning the company couldn’t hand 
the keys over to the authorities even if it 
wanted to.13 OEMs must hold themselves 
to the same standards as these privacy 
leaders.
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6 3. Rethink and retool legal
Privacy issues demand legal solutions. 
As well as the traditional duties of nego-
tiating contracts with suppliers and 
defending their employer from lawsuits, 
OEM legal teams must become advocates 
for customer privacy in the new environ-
ment of PbD – a drastic change in both 
culture and scope. Much rides on whether 
legal teams can resist acting as blockers to 
bright ideas, and instead act as facilita-
tors of innovation just as they continue to 
foster privacy awareness.

Nowadays, when a vehicle manufacturer 
is deciding which new connected services 
to offer, it is the job of legal to advise on 
what can be done from a data protec-
tion point of view, in addition to what 
the customer privacy expectations are in 
that domain. For this to be more effec-
tive, legal teams need to become better 
integrated into the strategy, design, 
development and engineering phases 

of connected-car teams. They will also 
need to learn, speak and teach a new 
language: privacy. All of this requires that 
legal professionals possess skill-sets in 
these areas - presenting a new hiring and 
training challenge for OEMs.

To that end, vehicle manufacturers should 
create connected-car legal teams that 
get involved at every stage of the product 
development and launch process. To 
supervise this team, there should be a 
connected-car data protection officer 
who would report to the company’s new 
C-level data protection officer. Qualified 
lawyers with expertise in contracts and 
data protection then need to be brought 
on board. This team should sit in the 
connected-car business unit and have a 
deep understanding of the services being 
developed. In this way, it should be able 
to offer targeted legal advice and, most 
critically, direct and realign development 
based on regulatory compliance. 

4. Keep an eye on changing 
privacy regulations
Privacy legislation is evolving all the time: 
every region of the world, if not every 
country, has its own unique data protec-
tion rules. These rules are not industry 
specific, are open to interpretation, and 
are morphing all the time, making compli-
ance a slippery beast. Even small changes 
in policy can have immediate and disrup-
tive effects for OEMs. 

To ensure compliance in this ever-
changing environment, and therefore 
mitigate the risk of legal challenges, 
vehicle manufacturers must extend the 
remit of existing compliance teams 
towards data protection and the digital 
environment. The first role of these new 
teams should be to monitor regulatory 
changes worldwide that impact customer 
data protection, and communicate these 
changes to the relevant stakeholders 
before they come into force. The team 

By being the manufacturer that really ‘gets’ privacy, an OEM stands to make huge 
leaps in terms of both customer loyalty and brand image
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7 should then provide instantaneous 
impact assessment on data regulation 
compliance for every change, across 
every country and product. This should 
help unearth the changes that need to 
be made, and lead change across the 
business. 

The second role of these teams should 
be to influence and lobby regulatory 
bodies to push data privacy in a direc-
tion that will benefit the current business 
strategy of the OEM. These new roles will 
require different skillsets from the teams 
managed by the OEM’s Chief Compliance 
Officer, which will require the recruitment 
of lawyers expert in data protection, as 
well as lobbyists and compliance analysts. 

OEMs would do well to look at Microsoft 
as an example of a global company 
implementing these privacy measures 
effectively. The company has a ‘global 
privacy community’ composed of privacy 
champions, leads and managers, who 
give advice across the whole business 
on privacy-related issues. Each business 
group is responsible for ensuring that 
it is compliant with corporate privacy 
requirements, with mechanisms in place 
to ensure this happens, including training, 
privacy identification tools, and an escala-
tion response framework.14

5. Make privacy a core tenet 
of the brand
At the heart of all these privacy issues is 
the need to design connected-car services 
in a way that allows customers to exert 
meaningful control over their personal 
data, whilst maintaining their enjoyment 
of the services provided. 

This means developing a friendly, infor-
mative privacy policy and set of terms 
and conditions for consumers. This is 
an area where OEMs can learn from 
best practices: Uber and Facebook, for 
example, group their privacy settings in 
easy-to-read modules, and use a multi-
layered approach. As standard practice 
in these companies, each privacy setting 
can be summed up in one sentence but, 
if customers click through, they have 
access to extended information. New 
policy changes are explained clearly to 
customers in one email, with an opt-in 
box to click. 

A key function of privacy settings from 
leaders in this area is the ability to easily 
opt out of the connected-car services, 
erasing all customer data and details 
collected, as well as the ability to down-
load all the data that a company has 
collected from them.15 OEMs should 
adopt this as standard.

But in order to reach the next level of 
customer engagement when it comes to 
privacy, OEMs could also consider public 
awareness campaigns: from infographics 
to privacy FAQs and videos – anything 
that enhances the OEM’s profile as a 
privacy leader will go a long way to 
boosting the culture of privacy in the 
organisation. 

However, learning from other sectors will 
only take vehicle manufacturers so far. 
A mobile phone, for example, typically 
only has one user over the course of its 
lifetime, but a car could have multiple 
users and multiple owners. How can OEMs 
ensure that every time a person gets in 
the driving seat, they have accepted the 
privacy policy for each service? Should the 
customer assume their data will always 
remain private unless specifically told 
otherwise? These are questions to which 
OEMs must find answers.
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Conclusion
If OEMs don’t get ahead of regulations, 
and deal with privacy concerns before 
regulators step in, they may find 
themselves left behind. For example, 
all new cars in Europe must have eCall 
capabilities – automatic systems that 
call the nearest emergency services in 
the case of an accident – by April 2018, 
according to new legislation.16 But this 
data cannot be used for secondary 
purposes or retained. If legislators decide 
that other connected-car features are as 
‘essential’ as eCall, and OEMs haven’t got 
a coherent privacy strategy in place, they 
could face difficult times adapting to this 
fast-shifting landscape. 

The risks for OEMs of getting privacy 
strategy wrong are high, as the 
consequences are spread across a 
number of areas: compliance risk, 
reputational risk, and the threat 
of alienating customers with high 
expectations when it comes to privacy 
protection. But this is also an opportunity 

for OEMs to rise above their competitors. 
By being the manufacturer that really 
‘gets’ privacy, they stand to make huge 
leaps in terms of both customer loyalty 
and brand image. But in order to do this, 
privacy must be instilled into every step 
of the connected-car development and 
design process – anything other than a 
holistic approach will ensure that OEMs 
are always on the back foot, putting 
themselves in the way of risk, and missing 
out on huge opportunities to gain a lead 
on their rivals. 

Although OEMs can undertake a number 
of measures to address the privacy 
concerns of customers, the fact is that 
the concept of privacy is shifting rapidly, 
as technology opens both individuals 
and companies up to the transparency 
of the connected world. OEMs need to 
fully adapt to this new world by creating 
holistic strategies to tackle privacy and 
data security – and if they fail to do 
this, the news will be out on Twitter in 
minutes. 

How can OEMs ensure that 
every time a person gets in 
the driving seat, they have 
accepted the privacy policy 
for each service? Should the 
customer assume their data 
will always remain private 
unless specifically told 
otherwise? These are 
questions to which OEMs 
must find answers
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•  Connected cars will change the relationship between the vehicle manufacturers and their customers – for 
the first time, they will communicate around the clock, and directly 

•  They will also change the nature of the OEM ecosystem – new players will emerge who want access to 
customer data in return for advanced products and services

•  Keeping customer data safe will mean bringing the legal team into a bold new position within the OEM – 
and this will bring its own challenges of culture and integration

•  The key to protecting customer data will be a holistic data privacy strategy – OEMs must integrate privacy 
into their culture and processes

•  Legal teams will need to be completely re-shaped and integrated within connected-car teams in the 
boardroom, with appointments and policies that acknowledge the importance of protecting the privacy of 
their customers

•  OEMs will need to keep a watchful eye on ever-evolving privacy regulations around the world to ensure their 
products match international compliance expectations

•  Vehicle manufacturers can use privacy by design principles to create a holistic and pragmatic approach to 
privacy

•  Overall, though, privacy must become a core part of the OEM’s brand
•  This must translate into a smooth, easy-to-understand experience for the customer

KEY TAKEAWAYS
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