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Opening the conversation, Lowry alludes
to a substantial volume of progress. “We
have established a governance group set
up specifically to look at our digital
targets and we also now have a digital
programme office which is currently
collecting lists of all the digital projects
which are in train, are planned or have
been delivered. The idea being that we
will be able to provide eGovernment
Minister Eoghan Murphy with a working
dashboard of progress.”

The Government CIO also reveals that
Minister Murphy will formally launch the
digital services gateway at the eolas
Digital Government Conference in June.
Simultaneously, the Minister will launch

the eGovernment Strategy which will be
published later that month. 

Lowry outlines: “The Strategy effectively
has 10 actions in it which relate across
the Public Service ICT Strategy Action
Plan. It talks in more detail about some of
the things that we are going to do,
encompassing what has already been
unveiled in relation to the area of digital
and data.”

Crucially, there is an increased volume of
ministerial communication around this.
With the launch of MyGovID by Ministers
Paschal Donohoe and Leo Varadkar and
the subsequent press conference, Lowry
feels that understanding has been
enhanced. “We’re seeing an uptake and

Going live with digital services 
people are starting to recognise the
importance of MyGovID as the other
main part of the digital strategy that
we’ve really been pushing, alongside the
Public Services Card.”

Lowry is keen to illustrate why this is so
important. “One of the key European
digital agendas is the Digital Single
Market (DSM). A lot of these initiatives
are very much aimed at taking this
forward. A critical component of this is
verified electronic identification and
authentication. They have an initiative
called EIDAS, Electronic Identification
and Authentication Service, and all 27
member states will start to develop
similar means of offering online services
and get to a point where they will be
certified at EU level to be usable by
anyone in Europe. Countries that have
similarly certified services will then
bilaterally engage to ensure that they are
working.”

That provides a challenge for Ireland in
that a single approach to verified identity
and digital gateway is required.
“Thankfully we had already anticipated
this in the Strategy and that’s why
MyGovID is so important – it aligns to the
highest level of EIDAS security levels.
Anyone with a MyGovID account will be
permitted to use any services made
available by the countries. So,
eGovernment is very much a core part of
DSM.”

Furthermore, in a post-Brexit context,
many Government ministers have
outlined that having a more high-profile
role in Europe, for example being
regarded as an exemplar in digital
transactions, is critical. “The thing about
the Public Services Card and MyGovID is
that they enable both. If we talk briefly
about GDPR, one of the key aspects is
that an individual can go somewhere and
find what data is held about them, amend
it or ask for it to be removed. Currently
you would have to engage with each of
the departments individually. What we
would like to start putting in place is a
system whereby an individual could
access the digital portal, enter a login
and access information held across the
various departments and agencies.

Digital government in Ireland has underwent a

tremendous shift in recent times. Amid the launch of

MyGovID and the imminent unveiling of the digital

services gateway, Ciarán Galway visits the Office of

the Government Chief Information Officer to discuss

the progress with Barry Lowry.
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“The worst thing that could possibly
happen is that an individual could access
and see a namesake’s details because
that represents a very serious data
breach. What we have to do is ensure
that we know it is definitely the correct
individual, connecting this in the
background and then provide you with
the information you require access to
and nothing else. That’s the direction
we’re moving in, but absolutely critical to
that is the whole concept of a verified
indicator.”

Lowry’s team regard the Estonian model
as the absolute zenith of what could be
achieved in Ireland. “This is the journey
that we are on, but that is also very much
the aspiration. When people talk about
being an exemplar in GDPR, it means
that you’re using citizens’ data to provide
them with better public services, never
using it where it doesn’t need to be used
and certainly never misusing it. To
ensure all these standards are met is to
provide the best service.” 

Best service, for instance, arises when
an individual’s name and address is held
because they’ve applied for a passport,
and when that individual then applies for
a driving licence they don’t have to
provide replica data because the
information has been appropriately
shared.

Lowry emphasises that it is crucial that
only the necessary information is used.
“The Government is in that space and
that is what it is building out, for instance
through the Data Sharing in Governance
Bill. It’s setting out to create clear rules
and procedures around data sharing and
it’s also putting ministerial oversight
above all those agreements.” 

It is anticipated that this “will eventually
get us to an Estonian-type level, firstly
based upon a ‘tell us once, we use
many’ principle, secondly that citizens
can see the information held about
themselves and amend it and thirdly you
can see how your information is being
used and have access to a formal
complaints mechanism if you don’t like
what you see”.

That is why MyGovID is regarded as
crucial. An individual’s ID will connect
both them and Government to a set of
data and enable the individual to update
information, such as an address

associated with a passport, thereby
ensuring that all other agencies who
require that new data receive it.

“What we did when collecting information
on the various digital services was to
start identifying those which could be
underpinned by the verified identifier. The
advantage of the Public Services Card,
MyGovID and the Safe Level 2 concept is
the absolute security around it. It is
designed to drive fraud out of the system.
There is not a huge volume of passport
fraud, but there is some. Any that we can
drive out, especially in the current
climate, is only a good thing.”
Discussions held with Government
service delivery departments have
provoked pleasant surprise in relation to
the potential of MyGovID. 

There have been an estimated 2.4 million
Public Services Cards issued already.
That figure initially emerged from people
in the receipt of welfare, mothers of
children entitled to child benefit and new
workers arriving in the State. 

Lowry acknowledges: “That’s a
comprehensive contingent, but there’s
still a fairly large body of people that
haven’t had a touch point yet. Passport
renewal, when it happens, will obviously
generate another huge tranche of people.
It probably provides a faster and more
efficient means to get a passport
renewed because you’re not going to the
local Garda station and hoping that they
have time to see you. Instead you’re
making an appointment at your local
Intreo centre while you’re in town and all
future requirements are underpinned in
10-minute visit. Once we bring in the
driving and the theory test tranche, we

will capture more new entrants.”

Over time, the number of people without
a Public Services Card and who have no
need for one will diminish to a relatively
small proportion of the population.

While conceding that it will not assume
the form of a compulsory national identity
card, the Government CIO states: “I
would like to say that every citizen will
have a Public Services Card, but I’d
would also like to say that this will occur
because it’s understood as something of
tremendous value.

“Once we start using it to underpin more
services, people will forget that there was
ever a reluctance to obtain a card in the
first place,” he predicts. “It’s a good way
of doing eGovernment and as a bank
customer, for example, I expect a similar
degree of security within their system, I
don’t feel that is an inconvenience to
me.”

Concluding the discussion, Lowry
emphasises: “This is a Government
approach that is responding to a very
clear message. There may be a certain
element of society who preferred the
world as it was with a much hazier
relationship with Government. I can
understand that, but even they have to
accept that there are certain things which
you must do if you have the capability. 

“Over the next 12 months we would like
to get the Public Service Card over the 3
million mark, we would like to get
MyGovID as close to 3 million as we can
and we would like to be harvesting very
clear evidence that the digital services
gateway is not only being used, but is
being appreciated.”
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“There may be a certain element of society

who preferred the world as it was with a

much hazier relationship with Government.

I can understand that, but even there they

have to accept that there are certain things

which you must do if you have the

capability.”
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The fourth industrial revolution that we
are now part of has provided new
opportunities for organisations to
leverage digital technologies and
reinvent their business models.
Companies like AirBnB, Uber and
Amazon have built their success on the
ability to deliver services based on new,
digitally-enabled platform models.
Largely free from the baggage of legacy
organisation structures, systems and
ways of working, they have quickly
established highly successful businesses
in a competitive market.

Within the public sector, it is well
understood that the drivers for change
are different. But objectives such as
service improvement, operational
effectiveness and organisational agility
should be common for any high-
performing company or government
administration. Citizens' expectations of
public services are higher based on their

interactions with other organisations
across the economy. So the question is
whether government administrations
should continue to attempt to reform the
way things have always been done or
take a transformational approach and
look to build something new.

What is this digital
revolution all about?
The world has not suddenly gone digital.
That happened in the 70s and 80s when
computers arrived in our offices and
homes. Calculators replaced pens and
paper, digital watches replaced analogue
ones and people bought CDs instead of
vinyl. Data has been stored and
processed digitally for decades. As has
happened in all previous industrial
revolutions, advances and innovations in
technology have replaced and
automated manual ways of doing things. 

However, we all recognise the increased
impact and importance of technology on
our daily lives in the last few decades,
especially:

• the power of technology, including
mobile capability, is much greater
and the pace of technological
change significantly faster;

• there are new online pathways and
channels through which we can all
interact, offering much greater
personalisation of services;

• the number of providers of
information, the types of content and
associated volumes have all
increased exponentially;

• there are new players in the market,
offering new value added services to
consumers and businesses; and

• there are more debates and
implications for the privacy and
security of data.

Advancements in the areas of social,
mobile, analytics and cloud technologies
have clearly enabled new business
models and ways of working. But while
the term ‘digital’ is now liberally used to
describe a very broad range of
technologies and processes, it could be
argued that in many cases it is just a
rebranding of what has gone before:
online services, eGovernment, web
presence etc. Cloud as a model for
consuming ICT services is not that
different from the way individual
departments in a large organisation
originally used and were charged for
accessing their company’s mainframe,
for example.

What is the real
difference then?
The fundamental difference is that the
principles upon which companies and
government administrations were built
have changed dramatically. Traditionally,
organisations were built from the ground

To reform or to transform? That is the question that must be

considered by those tasked with modernising government

administrations and the services they deliver.

1. Reform: “make changes in something, especially an institution or

practice, in order to improve it.”

2. Transform: “make a marked change in the form, nature or

appearance of.”

Towards digital government:
to reform or transform?
Andrew Montgomery, Partner, BearingPoint



1. Operational efficiency: 

The focus here is internal to the
organisation. The core business

model does not change but the
emphasis is on reforming the way things
are done: improving processes,
introducing new ways of working,
reducing silos, eliminating waste and
implementing new systems. Technology
is used to increase productivity,
automate manual processes and analyse
data to drive operational efficiencies. A
culture of continuous improvement
becomes business as usual. The
Financial Services Ombudsman for
example has successfully adopted this
approach. They are currently half way
through a multi-year transformation
programme to implement the
recommendations from the strategic and
operational review conducted by
BearingPoint. The process and
operational changes implemented to
date have enabled them to provide a
faster, more efficient and effective
service to both consumers and
providers. Procedural changes which
focused on the needs of service users
have resulted in tangible improvements
to overall service user satisfaction levels
and in many cases, the timelines for
resolving disputes.

2. Digitalisation of customer
interfaces:

The focus moves externally to
the organisation. The core business
model may not fundamentally change
however interactions with customers –
be they citizens or businesses – are
transformed and new channels are
introduced. The emphasis is on service
improvement, with the customer at the
centre and providing a consistent
experience across all channels. The
Passport Office’s recent launch of its
online passport renewals service,
supported by BearingPoint, is an
excellent example.

3. Reinvention of business
models and value chains: 

The focus is on implementing
new business models, either in part or
for all of the organisation, or from a
cross-government perspective. The
emphasis is on real transformation – that
is on structuring government
administrations and delivering existing
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up and were built for stability and
rigidity. It was about acquiring and
owning your own assets and delivering
your own products and services to your
own customers, controlling all aspects
of a linear supply chain and
implementing an enterprise resource
planning system to link all your data,
processes and transactions tightly
together.

In today’s digital economy, these
traditional principles do not need to be
followed to build a successful and
effective organisation. Companies like
AirBnB, Uber and Amazon recognised
this and the associated opportunity to
develop new business models based on
new principles – building from the ‘sky
(cloud) down’. They designed their
business for agility and flexibility from
the start and focussed on generating
value from sources external to their
organisation. They provide outcomes
and experiences over services and
products and facilitate interactions
across a network of stakeholders, with
the customer at the centre.

These new business models are
developing at different rates in different
industries. The drivers for government
organisations to move in this direction
are not as strong as in other, faster
moving sectors. But these models are
starting to be considered and applied to
deliver public services in areas such
health, transportation, utilities and
regulation, for example. It is also
interesting to consider what an overall
business model for the public service
would look like if it had developed as a
digitally native organisation – what could
be termed ‘Government 4.0’ – and
where 'platform' approaches could be
applied. 

What does that mean for
the modernisation of
current government
administrations?
Making significant structural change to
the way the public service is structured
and delivers services should be
considered in three waves of progress.
These have different objectives, but all
reflect the opportunity to take advantage
of both new digital technologies and
digital principles for improvement and
modernisation.

and new services in fundamentally
different ways. Platform and digital
business model principles are applied.
Examples include smart cities,
connected cars, shared ICT and eHealth.

In the private sector, the high performing
organisations are those that have
successfully built new businesses on
these new business models and value
chains. Others in their industries are
realising that simply reforming their
existing businesses will not work or be
done quickly enough. They are
establishing new, transformed
businesses to compete and succeed. 

Reform or transform?
Both.
Government needs to strike a balance –
reform can be a long and frustrating
experience for all concerned when it just
delivers incremental change and
marginal improvement, and momentum
can be lost. When a step change is
required in the way a government
administration is structured and delivers
its services, then a transformational
approach based on reinventing the
business model and value chain is
needed. 

Experience from a number of industry
sectors is showing that using platform
business models, digital principles and
technologies is enabling organisations to
achieve these transformational outcomes
much quicker than ever before.

BearingPoint’s capability and experience
in public sector transformation in Ireland
includes advising on and delivering major
business and technology change
projects for a wide range of government
departments and agencies. The firm is
recognised internationally for its thought
leadership and innovation in designing
and delivering new business models and
solutions. These enable public and
private sector organisations to succeed
and grow in today’s digital economy.

Andrew is Partner at BearingPoint and
leads the firm’s public services and
digital and strategy practices.

www.bearingpoint.com
andrew.montgomery@bearingpoint.com
01 418 1111
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• Policy – the business units responsible for setting,

monitoring and reporting on the implementation of

government policies across the core sectors of the public

service.

• Service lines – the definition and alignment of service

lines to the four core customer groups that the public

service provides services to: citizens, businesses, public

servants and government organisations themselves.

• Responsibilities – the core responsibilities of government

administrations in a modern, democratic society that its

customer groups expect it to meet and fulfil.

• Specialist service delivery units – service delivery units

that provide front-line services and defined outcomes in

specialist areas to each customer group.

• Common service delivery units – service delivery units

that provide common, aggregated back-office services to

enable specialist front-line service delivery.

• Master data – the core common data elements required in

a ‘single-view’ to provide service to each customer group.

• Channels – the channels through which services are

provided.

• Sourcing – the approach to resourcing and delivering

public services.

• Enabling technology – the specialist, common and shared

technology required to enable the services.

BearingPoint’s Government 4.0 Framework provides a reference

architecture for designing digitally-native public services administrations.

Framework for Government 4.0

The framework defines the overall public service landscape in terms of nine core elements.
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Master data

Channels

Sourcing

Enabling
Technology

Service Lines
Government to Citizens

(G2C)
Government to Businesses

(G2B)
Government to Employees

(G2E)
Government to Government

(G2G)

Policy Social
Protection Taxation Health Transport Justice Environment Etc.

Walk-in  •  Web  •  Mobile  •  Phone

Insource • Outsourced  • Co-sourced  •  Alternate service delivery

Applications • Infrastructure • Cloud • Networks • Devices • Security • Identity documents

Specialist service
delivery units
(examples)

Welfare entitlements
Patient management

Education syllabus delivery
Local housing provision

Human resources
Learning & development

Payroll
Pensions

Local
Central

EU
Global

Common service
delivery units
(examples)

Information
Identity

Payments
Receipts

Information
Identity

Payments
Receipts

Information
Identity

Payments

Information
Collaboration

Shared Business Services
Shared ICT Services

Government
responsibilities
(examples)

• Inform
• Educate
• Protect
• Care

• Tax
• House
• Transport
• Connect

• Inform
• Incentivise
• Regulate
• Inspect

• Licence
• Tax
• Connect
• Support

• Inform
• Remunerate
• Develop
• Support

• Inform
• Organise
• Finance
• Support

• Locate
• Administer
• Staff
• Improve

Citizen Information Company Information Employee Information
Department/Agency

Information

Business taxation
Employment dispute resolution

Agriculture scheme admin.
Regulatory compliance



Cybercrime is an umbrella term which
incorporates both cyber-enabled crime
encompassing traditional crimes, such as
fraud, as well as crime-dependent that is
facilitated by the internet.

Michael Gubbins emphasises that
cybercrime in all its forms, whether
cyber-enabled or cyber-dependent, costs
almost 1 per cent of global income. This
is a substantial volume of money which
subsequently transfers from legitimate
business into organised crime structures.

The role of An Garda Síochána, as
defined by its Cyber Strategy, stems from
the requirement to safeguard the security
of the State under section 7 of the Garda
Síochána Act 2005. Likewise, under
section 5.5 (National Security and
Policing) of the Department’s National
Cybersecurity Strategy, 2015-17 specific
reference is made to the Garda. One
core responsibility is its “liaison
relationships with other security services
in identifying emerging threats,
vulnerabilities and best practice
preventative measures”.

Context
An Garda Síochána also has its own
Modernisation and Renewal Programme
which commits to the establishment of
specialist units to meet the increasing
challenges of cybersecurity, with regional
CCIU units being introduced.

There has been computer crime and
computer forensics support available to
the organisation since the early 90s. In a
trend mirrored in much of the rest of the
world, “this capacity was originally
established within the Garda Bureau of
Fraud Investigation (GBFI), that’s where
the Guards first encountered computer
technology”.

Latterly, the Garda Computer Crime
Investigation Unit (CCIU) separated from
the GBFI and as a consequence
cybercrime became a bureau in its own
right. Under Gubbins, the growing bureau
includes an inspector, a number of
sergeants and gardaí alongside civilian
support staff. 

Regional pilot units have already been
established in New Ross to support the

Combatting cybercrime
Wexford region and Ballincollig to
support the three Cork divisions. “It’s
quite a large expanse, but we’d like to
build that out to around six regional units
in the 12-18 months,” Gubbins outlines.

Throughout its existence, the CCIU has
been successful in detecting crimes such
as computer related fraud, online
paedophilia, and illegal trading over the
Darknet. “Currently our main role is the
forensic examination of all seized
computer media. If you see a search and
computers being removed from a
premises, they’re coming here.

“Our Bureau is particularly concentrated
on cybercrime investigation which
incorporates hackers, DDoS attacks and
ransomware. We are aware of cyber-
enabled crime and we do provide
assistance to the Economic Crime
Bureau in their investigation of these.”

In addition, the Bureau is also
responsible for international liaison in
relation to cybercrime. “We are involved
with a  number of groups over in the
European Cybercrime Centre (EC3) and I
sit on the Board of the European Union
Cybercrime Taskforce which includes all
the heads of the various cybercrime units
throughout Europe. We help with policy
and strategy for the Centre.

“EC3, for us as a small country, is a
valuable entity. We send them a lot of
information and intelligence which they
then analyse for us within a bigger
picture,” he asserts. For instance, “While
it is a legitimate currency and it’s
acceptable to accept as payment, Bitcoin
is the currency of choice for criminals
because it’s hard to attribute and to find
out who actually owns that money. As
time goes on and as we provide more
information to EC3, we are getting better
at following the trails.”

Trends
Today, networks have proliferated and as
a greater number of users gain access,
criminals are presented with more
opportunities to access networks.
Similarly, data is no longer held on
desktops, it’s in the cloud and in
datacentres. In time, most household

An increased volume of economic crime and cybercrime in

direct correlation with the proliferation of data is presenting a

complex challenge for law enforcement. Ciarán Galway visits

the Garda Cybercrime Bureau at Harcourt Square to speak

with its head, Detective Superintendent Michael Gubbins.
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appliances will connect to the internet
simultaneously providing greater scope
for criminals to use them as a platform to
attack others.

Cybercrime, Gubbins details, emanates
from a wider variety of sources including
large organised crime groups, terrorist
attacks, hacktivists who don’t seek
financial gain and nation states pursuing
cyberwarfare.

Similarly, it ranges in its level of
sophistication. “There are creative and
sophisticated attacks such as ‘spear
phishing’, which is specifically targeted at
one organisation through its employees.
Likewise, with a bit of research, malware
can be customised to an individual
company. ‘Zero-day’ exploits occur when
criminals identify a bug in a system that
allows them access the network before
the manufacturer of the operating system
or application is aware of it. Social
engineering emails, often posing as a
utility company, can harvest details
volunteered by an individual and can
then be used to conduct an attack.”

Further threats include CEO fraud,
business email fraud and invoice
redirection. “It takes a lot money and
resource to prevent this, but you have to
be situationally aware and that’s why,
especially in the banking industry, there
are communities being formed – to share
information and intelligence in order to
make people aware of what’s going on.”
As such, there is a responsibility for
businesses to educate their employees
on the potential for cyberattack.

“Typical malware sources are emails,
and we would advise people, especially
in a work environment, to think before
they click,” Gubbins explains. “Websites
can act as a source of malware and
similarly we would advise people to be
careful with regards to which websites
they access. Open and unsecured WiFi
in restaurants, hotels and public transport
also offer an opportunity for criminals to
gain access to your data. If you’re going
to use it, there are risks involved.”

Relationships
Through his leadership of the Cybercrime
Bureau, the senior garda engages with a
wide range of stakeholders including
businesses, banks, accountancy firms
and stockbrokers. “Our main business
partner would be Banking and Payments
Federation Ireland (BPFI) and once a
month we meet under what’s known as

the High-Tech Crime Forum. We meet
with all the banks, our colleagues in the
Police Service of Northern Ireland
(PSNI), the Internet Service Providers
Association of Ireland and others from
the UCD Centre for Cybersecurity and
Cybercrime Investigation and exchange
information about what trends we
observe in the cybercrime sphere. It’s
been quite successful.”

One worldwide problem for law
enforcement is the often complex nature
of cybercrime. “It takes a long time to get
investigations processed because while
you may have an injured party or a
suspect here in Ireland, your evidence
may lie in another jurisdiction or across
multiple jurisdictions,” he explains.

As such, through the European
Cybercrime Centre, the Garda also have
relationships with Europol, Interpol and
other law enforcement partners across
the world. The Modernisation and
Renewal Programme outlined that
“specialist units will be set-up to liaise
with international partners on current and
emerging threats, and to provide cyber
and forensic tools to support frontline
policing and State security”.

In addition, the Bureau also has contact
with the US Secret Service and FBI
through the embassy in Dublin and also
in London. “We have quite a network,” he
remarks.

Awareness and
responsibility
As individuals, Gubbins suggests, we all
have responsibilities with regards to our
web presence. At the same time,
companies must do their part. “There is a
huge responsibility on companies that if I
provide them with my details, that they
don’t then share them elsewhere or allow
access to them. Employees must behave
in a responsible manner. If a company
gets severely hit, then jobs could be
placed in jeopardy. 

“Likewise, companies are responsible to
their shareholders and state agencies
have responsibility for citizens. Therefore,
if you’re going to have an online
presence you need to make sure that it’s
secure and not used to facilitate botnet,
phishing scams or harvesting of
information.” 

Despite a tradition of assisting law
enforcement, there is a trend of deviation
beginning to emerge within certain
industries. For instance, cross-platform
and end-to-end encrypted instant
messaging applications such as
WhatsApp make things more difficult for
law enforcement. Gubbins concedes:
“While there’s nothing wrong with having
anonymity and encrypted services, it
does make our job more difficult.”

Cybercrime trichotomy 
Outlining the current strategy of the
Bureau, Gubbins references the
cybercrime trichotomy. In 2015, EC3
introduced the trichotomy, proposing to
“put an even stronger focus on
awareness and prevention when it comes
to high volume crimes that can be
effectively stopped by increasing the
general level of cybersecurity”. 

The Bureau, Gubbins contends, must
ensure a stronger focus on and
prioritisation of investigation and
improved attribution in relation to key
criminal actors, tools and services, as
well as identifying preventive actions. “As
law enforcement, our job is to nullify
lower skilled attackers and to target
resources at the intervention and
investigation into the higher skilled end of
the pyramid.

“We’re very good at prevention and
awareness in the physical sphere, with
regards to preventing burglary or
encouraging car safety, for example.
What we’re doing now is moving into the
online sphere, but we need people to
engage with us.”

“We use whatever forum we can to raise

awareness of existence and let people know

that the Garda have a response to cybercrime

in the format of the Garda Cybercrime Bureau.”
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Cities and governments around the world
are aspiring to be ‘smart’. While there is
no clear definition of a smart city there
are some common threads including a
focus on the increased use of sensors
and instruments that allow it to be better
monitored and managed in real time. A
smart city is also considered as one
whose economy is increasingly driven by
tech inspired innovation and
entrepreneurship that in turn will attract

businesses and jobs, create efficiencies
and raise the productivity and
competitiveness of the public and private
sectors. Smart cities also involve
increased collaboration and engagement
between the city authority, the academic
and business sectors and, most
importantly, citizens. 

The creation of a Smart Dublin regional
structure in 2016 was a step in the right
direction.

Dublin: a smart city?
We aim to position Dublin as a world
leader in the development of new urban
solutions, using an open data approach,
and using the city as a test bed for
innovation. 

It’s a collaboration framework to ensure
that we can take advantage of some of
the big tech trends that are transforming
how we live and work. The idea behind
Smart Dublin is to turn key challenges
into opportunities for innovation and to
call out for new ideas and solutions such
as the need for better mobility and
transport management, response to
extreme weather and flooding events,
improved energy efficiency and
environment, better citizen engagement
and more efficient service delivery. 

10 examples of how Dublin is getting
smarter:

1. A real game changer was the
delivery of real time passenger
information (RTPI) for Dublin’s public
transport system, in particular on the
capital’s extensive bus network –
with this information now available
on signage and also as a real-time
data feed to your smartphone. 

2. The Traffic Management Centre with
its intelligent transport systems,
adaptive traffic signalling, and public
transport prioritisation as well as an
extensive CCTV network (with over
200 networked cameras) helps to
keep traffic moving across the city. 

3. Croke Park (one of the largest
stadiums in Europe) is also one of
the world’s first carbon neutral
stadiums and now the test bed for a
suite of cutting edge internet of
things (IoT) technologies working
with companies such as Intel and
Microsoft. 

4. Over 400 smart bins (Big Belly
compactors) were deployed across
Dún Laoghaire-Rathdown resulting in
a significant increase in efficiencies.
These bins not only collect and
compact waste with real time
monitoring, but also measure
environmental variables and passing

Smart Dublin is an initiative of the four Dublin

local authorities to engage with smart

technology providers, researchers and citizens

to solve city challenges and improve city life.

Jamie Cudden, Smart City Programme

Manager with Dublin City Council writes.
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pedestrian numbers. There are plans
afoot to roll out up to 800 more of
these bins across the city. 

5. In order to respond more effectively
to flooding we now have a network
of sensors monitoring river levels,
rainfall and local weather conditions
in real time. The city is collaborating
with Intel and the CONNECT
research centre for future networks
in TCD to deploy experimental low
cost rainfall sensors. We have also
experimented successfully with low
cost river level monitoring sensors
working with Kingspan and DCU
Water Institute. 

6. By opening up their data on
www.dublinked.ie, the four Dublin
Local Authorities invite it to be used
for new applications that improve
the lives of Dubliners. Dublin was
one of the first cities to launch an
open data platform in 2011. 

7. www.dublindashboard.ie created by
Maynooth University is one of the
most comprehensive city
dashboards providing access to
thousands of interactive data
visualisations. Phase 2 of the
dashboard is underway and is
supported through a €2 million
research grant from Science
Foundation Ireland. 

8. Is Dublin noisy? A network of low
cost and real time sound monitoring
sensors developed by Dublin based
Sonitus Systems lets people check
the noise levels in their own
neighbourhoods on
www.dublincitynoise.ie.

9. Dublin’s Docklands District is the
location for one of the largest
development projects in Europe with
over €2 billion in investment and
construction projects underway. A
Docklands Smart District network
brings together leading tech
companies (Google, Cisco, Intel,
Huawei, IBM, Vodafone, and
BearingPoint), research centres
(CONNECT, LERO, INSIGHT) and
other agencies with a focus on
deploying the latest smart city
innovations and connectivity across
the district. 

10. Dublin City Council is planning the
conversion of its 45,000 street lights
to low energy LED from late 2017
onwards which will go a long way

towards meeting our energy and
carbon emission targets while also
leveraging IoT opportunities and
deploying new services on top of this
infrastructure. 

Smart Dublin is using new ways to
engage the market: 

“One of the areas that we are really
starting to experiment with is the concept
of challenge-based procurement (using a
pre-commercial procurement process).
Smart Dublin’s first challenge-based
innovation fund (€150,000) launched in
March 2016 in partnership with
Enterprise Ireland and sought smart low-
cost solutions to scale up cycling in the
city while addressing issues such as
bicycle safety and security. This process
enabled tech companies and
entrepreneurs to pitch their solutions and
ideas to the city council. A total of 98
companies expressed interest, with 23
proposals submitted and five companies
securing initial feasibility funding of
€12,500 each. Following this, four of the
companies are now prototyping their

solutions with €25,000 each, testing out
the latest innovations in IoT to track
stolen bikes, to generate real time bike
journey data and also to better capture
the cyclist experience. It’s important to
remember that the better we can make
life for cyclists, the greater the potential
we have to reduce the number of cars
clogging up traffic. 

Three new challenges

Dublin is looking for smart low-cost
solutions to tackle illegal dumping, to
address flooding/blocked gullies and also
to improve wayfinding across the Dublin
region with up to €600,000 in funding.
The winners will be selected by an open
competition process run in two phases
(feasibility and prototyping) with the
competition open to any organisation,
tech company, or entrepreneur.

Get involved and submit your proposals
by 12 June 2017: www.smartdublin.ie.  

“Dublin is really starting to make progress on

its Smart City journey however it is not

without its challenges and does require high

level buy in as well as strong support across

Government. This will enable Dublin to

deliver on its potential.”
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In dealing with identity management in
the public service in the provision of the
public service transactions, the
Department has always aimed to find a
mechanism that would allow people to
identify themselves or be identified
regardless of which channel they are
using. 

Duggan explains that there are four key
elements to how this is currently being
done: 

1. Public Service Identity (PSI);

2. Standard Authentication Framework
Environment (SAFE);

3. Public Services Card (PSC); and

4. MyGovID.

The first is PSI, a data set made up of
around a dozen elements that when
combined uniquely identify people. As
well as the unique Personal Public
Services Number (PPSN) needed to

create a public service transaction, the
data set is compiled of general known
information including among others:
name, address, date of birth and
nationality. 

The PSI data set became key to Ireland’s
move towards tackling identity in a
public service context over a decade ago
in the face of a switch towards a more
cosmopolitan and heterogeneous
society. SAFE, the inter-departmental
initiative, geared at finding a common
standard way of identification, regardless
of what channel they presented
themselves to public services, was
endorsed by the Government, meaning
that in Ireland there now exists only one
government-approved set of rules,
standards and protocols to be used by
public bodies when authenticating a
person’s identity. 

Duggan says: “The aim here was to
ensure the data verification was sufficient

but not over the top.” Within SAFE there
exists four levels of assurance of identity,
ranging from safe level zero, which is no
assurance at all, through to safe level
three, which is explained as beyond
reasonable doubt. Duggan continues:
“beyond reasonable doubt, if ever
possible, would likely require more
extreme measures such as DNA
verification. Safe level two, which we
use, provides substantial assurance. The
framework we have built allows for the
extension of gathered data but I have yet
to hear of a public body who has voiced
a business need for such a level of
assurance around identity.”

What makes Ireland distinct from the UK
system, and an element which Duggan
stresses is key to the success of identity
verification, is the requirement for face-
to-face registration. As well as capturing
a person’s picture and signature digitally,
the Department are also able to undergo
an intensive verification of identity, either

Assistant Secretary General in the Department of Social Protection Tim

Duggan outlines the improvements to access to public services

including Ireland’s Public Services Card and MyGovID. 

Public service identity

90

d
ig

ita
l g

o
ve

rn
m

e
n
t

re
p

o
rt



through utilising their ownership of the
public sector identity data set to cross-
check existing public sector databases
or through substantial documentary
evidence supplied by the person. 

Only when a person has satisfied these
criteria is a facial image match carried
out between the image taken on the day
and against other facial image
repositories in the public service, such
as the passport office. A person’s mobile
phone number is also captured for
potential digital use at a later stage and
a person’s public sector record is then
elevated to safe level two, prompting the
release of the physical Public Services
Card (PSC).

Discussing the practicalities of the card,
Duggan explains that it has two chip
components, one visible contact chip
which holds the person’s identity data
and a second contactless chip with the
capability to store applications. To date,
only one application has been utilised on
the card, an integrated ticketed system
application for free travel customers but
the success of the application has
prompted other public bodies to explore
potential for use and plans are ongoing
to make it available for commercial
discounting promotions. 

The latest advancement in public service
identification is that the Department have
now extended it to provide online
identity authentication. Duggan explains:
“This for me has always been the goal
because the single biggest challenge I
have witnessed in the years I spent
working in IT was how to authentically
verify people sufficiently well, in a digital
environment, so that we could offer them
really high value, long-term and
personalised services.” 

Duggan references digital access to
sensitive information such as medical or
financial records, areas where Google
verification or other similar services are
not sufficient. The key to being able to
offer digital authentication lies in the
process of the previous steps taken by
the Department, most importantly
identification to safe level two.  

“Because we have physically, face-to-
face registered people, we are now able
to give them a set of credentials based
on that registration which gives us the

level of assurance that we are dealing
with that person. The whole idea of
MyGovID is that it can be used by every
single public service body, eradicating
the need for people to multi-register
identities and making the digital
transition between public body services
seamless for the user.”

A two-layered account approach allows
the user to access basic services
through the usual email, password and
contact information input, however, for
high level or personal services, further
verification is required using the data for
registration to safe level two, and
importantly, utilising the mobile phone
capture done at this stage, to easily
transact a verification pin. 

“We finally have a means by which we
can identify people digitally to provide
them with really high value online
services. The whole idea here is that we
build a trust framework, a way that the
hundreds of public bodies can rely totally

on this set of credentials to give services
of high value or of a personal nature to
people without having engaged with
them physically.

“It’s great for the citizen in the sense that
they have only one way of engaging with
all of public service bodies, it’s great for
the bodies themselves because they are
given trust reassurance based on the
detailed process which supports digital
registration and it’s great for central
government because it represents one
investment accommodating all public
bodies availing of the service. 

“It’s also expandable in the sense that
even if all of that isn’t substantial enough
for a public body, then it can still form a
detailed base from which extra layers of
security can be built on top. We have
built it in a way that it can be layered to
facilitate people with very different
needs.”

“We finally have a means by
which we can identify people
digitally to provide them with
really high value online services.”
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Initiated in 2016, the Irish Passport
Service is currently undergoing a major
transformation underpinned by advanced
digital technology, but also being driven
by changes in customer expectation. 

Giving context to the level of
transformation required, Fiona Penollar
points out that the last comprehensive
change to the service occurred back in
2004, when the introduction of the
Application Processing System (APS)
allowed for changes in business

processing together with the introduction
of the biometric passport in 2006. In 2016
it was recognised that many components
of the APS system are now out-dated,
including changes to the application form
not being in sync with APS, while other
components of the system are now out of
technical cover. 

“A very basic way of explaining the gap in
our systems is comparing it to the
technology evolution. If you look at what
the mobile phone was in 2004 and what it

A journey of digital
transformation 

is now, it’s evident that we needed to
bring our services in line with customer
demand and expectations of today,” she
outlines. 

Austin Gormley explains that while
ensuring that operating systems were up
to date was a key driver of reform, it was
just one of four reasons identified during
extensive consultation within the service.

“As well as system upgrades, the second
driver lies in a significant increase in the
volume of applications over the last two
years. Our paper system was at capacity
and struggling to cope with this additional
pressure. Thirdly, was customer
expectation and the recognition that
applicants now expect convenience in
terms of service delivery, they expect
online services and want frequent
interactions with the service provider.

“Finally, there remains continued security
threats to the system and attempts by
criminal networks to fraudulently obtain
Irish passports. As the physical passport
book has become more secure and more
difficult to replicate, there is a growing
global trend of identity theft. This requires
us to continually evolve our technology
processes to counter any threats to the
Irish passport’s strong international
reputation.”

Now mid-way through the second phase
of a three phase programme which
represents a €18.6 million investment up
to 2019, the most recognisable change to
the customer has been the widely-
welcomed introduction of online adult
passport renewals. 

This was a significant initial step in the
first of the three pillars on which the
reform programme has been constructed.
‘Customer First’ is the recognition of the
need for a wider variety of channels
available to the customer, of which online
services are key. By 2019 Gormley
hopes that all services will be migrated

eolas magazine speaks to Director of

Passport Services, Austin Gormley, and

Head of Passport Reform, Fiona Penollar

about the delivery of a more efficient,

predictable and citizen-focused service. 

94

d
ig

ita
l g

o
ve

rn
m

e
n
t

re
p

o
rt



online, including the expansion to include
first time applicants and children. 

Penollar highlights that while this change
will make a significant impact on
customer satisfaction and service
efficiency, it should make little impact on
the current physical service provision. 

“While the services we offer to the citizen
at our public counters remain a key part
of the service we offer, generally a very
small percentage of applications are
done here. Last year that figure was in
the region of 4-5 per cent thanks to the
efficiency of the various postal services
we offer. Our online service, like our
postal service, is not tailored to those
people that need rapid turnaround in
under a two week period, those people
still require a physical service and the
demand still exists.”

A further element of the ‘Customer First’
approach is ensuring a consistency of
service, adds Gormley. As well as
citizens within Ireland, the Passport
Service also caters for citizens globally.
Previously, turnaround times differed
considerably depending on the location
of the applicant but the introduction of
online services and the resulting
improved business processes will ensure
consistent service delivery around the
world. 

The second pillar focuses on integrity.
Penollar says: “As a passport service we
have to establish the entitlement of an
individual to a passport on the basis of
citizenship and also their identity as two
key components under the Passport Act
(2008). Under the programme we’re
going to increase that capability to
investigate, detect and prevent fraud,
while adhering to data protection
legislation. A key pillar of that is the
introduction of enhanced facial
recognition technology which we put in
place late last year. This has significantly
increased our capability to tackle identity
theft.”

The introduction of facial recognition is
just one of the 24 total projects being
rolled out across the transformation and
ranging in size from the large-scale
replacement of the APS system with a
new Passport Integrated Processing
System to more back-end, but equally
efficient, improvements. 

These back-end improvements form the
basis of the third reform pillar, ‘One
Service’. Gormley outlines: “Each service

can only be as good as the people who
deliver it so we’re very focused on the
upskilling of staff, including supervisory
staff in their ability to lead, and investing
in their development.

“We are also investing in more
consistent, standardised policies and
procedures within the Passport Service.
We have existing established policies, but
we need to ensure that they’re
consistently applied across three
Passport Service offices, and indeed our
Embassies and Consulates around the
world. To do that we’ve established a
corporate support function. 

“‘One Service’ also encompasses
technology, data and systems in
supporting our key objectives and not the
other way around. We’ve defined a
business process need in consultation
with staff and built technology support
around those needs. What we want
ultimately, as defined in our own business
case, is a more agile, customer-focused
and secure Passport Service.”

Penollar adds to this: “Our staff are
genuinely excited about moving to a
higher value added role. Greater
efficiencies will mean more time for staff
to tease through those applications that
are deemed higher risk and require more
resources than the usual application. 

“Globally, the world is changing, areas
such as guardianship of children are very

different than what they used to be and
what we want to be able to do is give
staff that time to fully satisfy the
programme. Our staff in the Passport
Service have built up a huge variety of
skills over the years and possess a
wealth of expertise, we want to allow
them to use those skills to the highest
value possible. On the other side this will
also facilitate the provision of better
customer service.”

Achievements 
Many of the key elements of reform were
tailored to ensure that the programme
broadly aligned with the Government’s
Digital First agenda. Pointing to one
“ground-breaking” element of the online
application renewal system, Gormley
highlights the three options now offered
for photo enrolment. 

“The first and most innovative aspect of
this is that we have teamed up with
Photo-Me, a digital photo provider with
150 booths around the country, which
citizens can use to have their photo
captured digitally, obtain a code and then
use this code on the Passport Service’s
online platform. The photos are highly
likely to be ICAO compliant and it’s quite
a unique service in a global context. The
second is that digital photos can be
facilitated by chemists or other providers
and these can then be uploaded during
the application process. The third is that
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they can have another individual take the
photo while at home.

“The benefit to ourselves is much greater
efficiency – we can process passport
applications far faster through the digital
channel than we can through the
traditional channel. We can also share
work across the three offices more
readily than we could with paper-based
applications. 

“There’s an added benefit in terms of
saving Garda man-hours because they
will be spending a lot less time
witnessing forms. So far we estimate that
we are enrolling about 13 per cent of all
applications online since 30 March,
which is over 30 per cent of adult
renewals. Therefore, we are already
ahead of our target and that’s before full
advertising of the service.”

Outlining some of the other projects
included in the reform Penollar adds:
“Obviously facial recognition which was
mentioned earlier being rolled out across
our three offices has expanded our
capability in our area. Our customers will
identify changes through enhanced
online tracking of applications and the
facility of webchat, which feed into our
‘Customer First’ pillar. Another element of
this is an upgrade to our emergency
travel visa, making it easier for people
abroad to get home quickly in the face of
an emergency. 

“However, changes that won’t be seen
on the frontline, but which are equally
important, include the introduction of a
data analytics tool for fraud protection
and improved stock control of
certificates. In our offices, we have
established a corporate support unit
which will ensure greater coherence in
both our policies and implementation
across the offices. Later this year we are
introducing a CRM system as a customer
contact area, as well as similar system in
the fraud and integrity area.”

Digital threat 
One piece of work which is still being
undertaken is the alignment of passport
services and identity requirements with
wider policy on establishing or
authenticating identity in the State.
Currently the Department of Social
Protection (DSP) have responsibility for
identity verification and the Public
Services Card. Passport Services
currently require first-time applicants to

have a Public Services Card passed at
Safe Level 2 (providing substantial
identity verification). Initial talks have
taken place to discuss the potential for
the implication of this level of verification
to all applicants, including the potential
use of the MyGovID platform, a digital
method for customers to prove their
identity online and access personalised
government services. 

However, Penollar explains that while
conversations have been ongoing
regarding the technical aspect of such a
shift, implementation would require much
wider cross-departmental and Cabinet
discussion, as well as ministerial
approval. For this reason, a timeframe for
implementation has not been established.

Brexit
Questioned on whether Brexit and the
potential impacts of the eventual split has
impacted on the shape of the
transformation, Penollar believes not: “If
anything Brexit has reinforced the need
for our digital transformation due to the
natural increase in applications. While the
overall percentage of extra applications
will be relatively small, it does reinforce
our need to give a greater focus to higher
risk applications and to reducing them to
lower risk, where acceptable, with greater
speed so that we are offering a better
service.”

Having recently returned from a Five
Nations Conference in New Zealand,
where he liaised with passport directors
from the US, Australia, New Zealand and
the UK, Gormley concludes: “One of
Ireland’s advantages, as a small country,
is that we are little more agile than some
of the bigger players. New Zealand
already has full online services across all
applicant types, the UK has just
introduced limited online services last
year, while the US, Canada and Australia
are yet to introduce any. 

“We’re ahead in this space
internationally. I think our ambition must
be to become a world class passport
service and this investment is part of
that. We are doing well in terms of the
online sphere as well as in terms of
integrity, though we recognise that we
need to do more across the board
including in the customer service area.
Investment in processing improvement
and the efficiency that we will gain from
this will enable an overall performance
improvement.”

Penollar adds: “We are conscious that
even when the reform programme is
complete we cannot stand still. Our
challenges are meeting the expectations
of our customers as times change, while
protecting the integrity of our passport
against threats.”
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