
Now that the deadline for the GDPR is here, 
has your organisation taken the right path to 
compliance? And what are the next steps?

GDPR: Are you on 
the right track?
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The General Data Protection Act (GDPR) has now come into force, but where 
are you on the path to compliance? Have you even heard of it?

‘Ignorance is bliss’…
Not with GDPR

For many, the drum beat which has surrounded the GDPR deadline over the last 18 months has been hard to 
miss, along with it the raft of information on how best to prepare . But for some, the task of navigating GDPR 
compliance has seemed like a steep mountain to climb and many organisations are asking questions like “Are we 
ready or not?”; “Have we done the right things?”; “What more should we be doing?” and in some instances it is 
still “What’s GDPR?”! 

Looking around at your competitors may give you an indication of what others are doing but be careful not to 
take solace in any apparent lack of action, as they say – it’s what’s on the inside that counts . Internal processes, 
policies, and systems need to be rigorously reviewed and tested to become compliant with GDPR, and any 
shortcomings will not only be exposed by the regulator, but by your customers, hackers, and even your own 
employees too! Failings will not only lead to substantial fines, but it will result in reputational damage for your 
organisation, putting you behind the competition .
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https://ico.org.uk/for-organisations/guide-to-the-general-data-protection-regulation-gdpr/


Where am I?

For many organisations it is hard to understand where they are in their journey to GDPR 
compliance . For others, focusing on being efficient in their handling of data protection, 
providing a great customer experience, and ultimately embedding a “privacy by design” 
culture is their next step .

The things to be done to be ready for the GDPR fall into four broad categories: 

1. Your People – If your people don’t understand the implications of data protection, 
then you put your organisation at a significantly increased level of risk of non-
compliance or breach . Basic awareness training has to be the starting point

2. What you do – This is all about making sure you have the right processes in 
place for safeguarding data and for e .g . responding to requests for data . This is as 
applicable to your employees’ data as to your customers’

3. Legal stuff – Unfortunately there is a good chunk of this, from defining a range 
of policies to making sure the contracts with your Suppliers  meet with the 
requirements of the GDPR (“Contract Remediation”)

4. Where is the (personal) data? – Understanding where you hold all personal data 
and how it flows around your organisation and your governance of it

Understanding your current status is the first step to GDPR readiness . Much like climbing 
a mountain, there are many paths which you can take to reach the Summit, but some are 
steeper than others . 

Most organisations will fall within one of the four ‘personas’ below – where do you fit? 

What Mountain?
You have yet to start! 

In the foothills
You are early in your journey

Base camp

You are well on the path

Summiting
You are well advanced to not 
only being GDPR compliant 
but looking at the next horizon
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Your People - Training What you do -  
Processes

Legal Stuff - Policies, Standards & 
Contracts

Where is the (personal) data? - 
Security

What Mountain? 

(You are yet to start)

• Do your employees know about the 
GDPR?

• Can you respond to request for deletion 
or a “Subject Access Request (SAR)”?

• Do you have the necessary policies in 
place – for example, a data retention 
policy?

• What current security processes do you 
have in place?

• Who processes data on your behalf?

In the foothills 

(You are early in your journey)

• Deliver initial Data Protection 
awareness training for all staff

• Can you use new training tools such 
as smartphone gamification in your 
organisation?

• Deliver specific training for teams 
handling a high volume of personal 
data

• Gap Analysis – where are your gaps, and 
who is responsible to bridge it?

• What personal data do you process?

• How you are going to achieve buy-in 
from the business?

• Do you need a Data Protection Officer?

• Update or create your Privacy Notices

• Develop data access policies for data 
subject requests

• Review contracts with suppliers – what 
data protection obligations are there? 
(“Contract Remediation”)

• Who do you share data with – 
especially outside of EU?

• How quickly can you identify and 
respond to a data breach?

Base Camp

(You are well on the path)

• Put in place a training programme for 
regular and consistent training for all 
staff

• Do you have a plan to implement your 
new processes without impacting your 
business?

• How you can minimise the amount 
of personal data that is required for 
product development?

• You have designed your standards, how 
are you going to implement them?

• Are your security controls sufficient for 
the requirements of the GDPR?

Summitting

(You are GDPR compliant but 
are now looking to the next 
horizon

• Ensure processes are in place for 
monitoring staff attendance

• Take your processes to the next level 
– are you delivering a great customer 
experience?

• Improve integration with partners – how 
can you ensure changes in process do 
not result in non-compliance?

• Embed an information security 
culture (“Privacy by Design”) into your 
organisation

• How do you monitor compliance in 
your organisation and with suppliers?

• IT Security remediation – continually 
improve your IT security

Which path to take



Your employees are the key 

By following one of the outlined paths above, your organisation will be sure to improve 
its processes, policies, and data privacy . However, raising awareness amongst your 
employees is a vital part of each path, as they can often make or break you . Whilst 
60% of senior IT executives view their staff as the biggest threat to GDPR compliance, 
employees also represent a path towards more efficient and sustainable compliance . 
Employees who understand the importance and remit of the new regulation will be more 
willing to follow (and help mould) the processes implemented as a result . In turn, they will 
develop products, services, and a customer experience that have data privacy built in . In 
the event of a data breach, privacy conscious employees are more likely to be proactive 
and nurture the principle of ‘Privacy by Design’ – a key focus point of the GDPR .

Time to climb

The climb to the summit is never easy . By understanding your current footing, the best 
path to choose, and what areas to tackle, full GDPR compliance can be reached . Along 
the way a range of other key benefits will also be identified, allowing you to develop 
your employees, and provide your customers with an enhanced experience . Even if your 
competition started out ahead of you, choosing the right path now can help you get 
ahead .
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https://www.bearingpoint.com/en-gb/our-expertise/insights/gdpr-your-employees-could-make-or-break-you/
https://www.bluesource.co.uk/knowledge-hub/computer-weekly-features-gdpr-survey/
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BearingPoint consultants understand that the world of business changes constantly 
and that the resulting complexities demand intelligent and adaptive solutions . Our 
clients, whether in commercial or financial industries or in government, experience real 
results when they work with us . We combine industry, operational and technology skills 
with relevant proprietary and other assets in order to tailor solutions for each client’s 
individual challenges . This adaptive approach is at the heart of our culture and has 
led to longstanding relationships with many of the world’s leading companies and 
organizations . Our 3,700 people, together with our global consulting network serve clients 
in more than 77 countries and engage with them for measurable results and long-lasting 
success .

For more information, visit our website www .bearingpoint .com .


