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Dear Reader,

Cars have become mobile technology platforms with more than 100 electronic control units and large HD touchscreens. Software-over-the-Air (SOTA) 
technology enables car makers to provide vehicles with remote software updates for a range of functionalities that go far beyond infotainment systems. A trip 
to the garage will soon only be for hardware-related repairs and issues. For most other malfunctions, the trip to the garage will soon be a thing of the past. 

Tesla introduced the Model S in 2012 with integrated Wi-Fi, an installed SIM card for data transfer and an architecture that potentially allows all lines of code  
to be changed remotely over the air. It marked the beginning of a new era, one in which software is delivered to a car over the air, and it is still state-of-art in 
the industry. Other brands are catching up fast and most automotive OEMs have announced major SOTA capability updates in the next three years. Hence, we 
will observe lots of movement in this functional area from traditional but also new market players from around the world.

For OEMs, SOTA as a business capability has the potential to significantly save costs on software-related warranty cases, field measures and recalls. 
Furthermore, new revenues via remote activation of new value added on-vehicle features and services could be established. Customers will appreciate both 
improved customer satisfaction and brand experience. For dealers and service shops, substantial software-related warranty work will go down, a gap which will 
be challenging for some.

Also noteworthy, over-the-air access to cars also involves cyber security risks, and state-of-the-art security measures need to have top priority.

In 2017 BearingPoint Institute had already analyzed SOTA technology and how it can be used as an automotive accelerator. Since then, BearingPoint has 
consulted many companies and a lot of improvements have been made.

BearingPoint offers a range of solutions that have helped our clients improve their SOTA products and services: better customer experience, accelerated 
revenues and growth. We are happy to have a workshop with you to determine the maturity level of your SOTA service or to discuss new technology platforms 
so that you can realize your full SOTA potential. 

Dr. Stefan Penthin		  Christoph Landgrebe	  
Partner			   Partner
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Management summary

From a customer perspective, Software-over-the-Air will be a feature. For manufacturers and suppliers, it will be a key technology with a big impact to fix, 
modify or improve vehicles through remote software updates downloaded to the vehicle from a cloud-based server. Over the next two to five years the 
development of SOTA for cars will show similarities to the technology development of personal computers and smart devices. Our analysts expect automotive 
companies will be making more than 100 million updates a year to customers‘ vehicles using SOTA technology.

OEMs are already taking steps to fully implement SOTA with different maturity levels in their vehicles, but there is still a lot of engagement needed to catch up 
with benchmark practices and to develop self-healing cars in the long-term. To analyze the level of implementation and maturity of SOTA at automotive 
manufacturers, we developed a maturity grading and conducted an assessment of 12 different brands across the globe. The results show that there is a huge 
gap between the analyzed brands and the SOTA benchmark from Silicon Valley. 

Tesla customers are the most experienced regarding SOTA and BearingPoint is convinced that users across all brands will adapt quickly to SOTA and will adjust 
their requirements and expectations accordingly. 

Furthermore, BearingPoint examined the financial impact of lower SOTA maturity of the top 10 selling car brands in the German market by analyzing their  
recall campaigns and the related potential cost saving per brand. 

In this context of SOTA, we have asked the following key questions:

•	 What do customers expect from SOTA and what are the perceived benefits?

•	 What is the implementation status and maturity level of SOTA among the top selling OEMs in Germany in comparison to global benchmarks?

•	 What would have been the cost savings for the top selling car brands in Germany if they had a higher level of SOTA maturity?

•	 What are the most important calls for action for automotive manufacturers going forward?

How can SOTA upload and download relevant data for vehicle functions and customer services?

Software-over-the-air technologies 
enable automotive manufacturers to fix, 
modify or improve vehicles through 
remote software updates. These are 
downloaded to the vehicle from a cloud-  
based server, reducing or eliminating the 
need to bring the vehicle to a service 
outlet. Over the next two to five years, 
SOTA will develop the same way as 
smartphones did and become indispens-
able. The SOTA technology helps 
manufacturers to cut costs, prevent recall 
campaigns and improve customer 
convenience and satisfaction by 
providing new business and operating 
models. 

SOTA as key enabler for 
future services
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Customer requirements and benefits

BearingPoint conducted interviews with automotive experts and customers to determine the customer requirements and benefits of SOTA.1 Interestingly, a 
significant amount of customers state that they prefer using Wi-Fi connectivity for Software-over-the-Air (mainly customers who have had SOTA experiences 
from the Californian benchmark). Experts say that running a SOTA update by mobile data could affect the customer experience negatively by an unstable and 
slow download performance. Using a Wi-Fi connection for Software-over-the-Air is not only more convenient for the customer but also more cost effective. 
Updates via mobile data result in costs for data transfer that need to be paid either by the customer or OEM and could be avoided via Wi-Fi updates.

Furthermore, customers would like to get informed about the update features in advance and decide about the timing of the update on their own. A majority 
of interviewees stated that the duration for updates can differ but should ideally not exceed 30 minutes to an hour for major updates. Acceptable duration 
times will decrease with experience.

Customers also expect to receive a brief and visual explanation about the changes and new features before and after the update. Hence, digital dialogue of 
"what's new" via overlaying tutorials and deep links help users to understand new features.

SOTA offers several customer benefits. Most customers that have already experienced these benefits cannot imagine buying a car without SOTA anymore.  
Key statements are: 

Experienced SOTA customers: "The car and its hardware get older year by year, but the software and functions remain brand new. There are always 
new features to explore; hence, the car never gets boring and I have the latest technology on board." On top of that, customers have a higher safety 
perception and have a "better feeling" having up-to-date software.

There are less time-consuming garage visits for vehicle repairs, maintenance and software fixes.

SOTA enables the flexible usage of non-binding subscriptions and temporary testing of functions. Furthermore, it simplifies the configuration and  
decision making process for some customers during car purchase as a feature can be easily added at a later stage or on demand (e.g., driver 
assistance features or apps). Drivers of electric vehicles profit from over-the-air updates. SOTA can unlock limited battery capacity and increase 
vehicle performance and range. Participants explained to us that they would be willing to pay for value adding SOTA updates and new features. The 
amounts strongly varied from one-digit figures per month to four-digit one-shot payments for valuable features like “Ludicrous mode.” OEMs could 
generate revenues from this willingness to pay by providing subscription models and creating an on-demand feature store in the vehicle, mobile app 
and customer portal. 

SOTA experienced customers prefer using the smartphone to control the feature, and even less experienced customers perceive the function as 
convenient and useful.

1	 Data Analysis from BearingPoint Secondary Research and expert/customer Interviews (86 interviews with the focus groups and 20 deep dive interviews), 
(50 percent customers having experience with SOTA and 50 percent having no experience).

Always up-to-date

Customer benefits

Saves time

More value

Control via smartphone
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Potential for after-sales

 
Software issues and bugs could have serious impacts on passenger safety as well as vehicle performance and could lead to a huge amount of recalls. In the  
past 4.5 years more than 8.55 million vehicles were recalled from among the top 10 selling brands in Germany. More than one third, almost  
3.74 million, of the recalled vehicles were fully or partly related to software issues according to our BearingPoint after-sales experts – thereof, a numerous 
number of diesel-related software updates left a weighty mark in the overall figures. Full SOTA capability could have enabled OEMs to fix these issues without 
requiring vehicles to visit a garage.2

Premium 01 Premium 03 Volume 01 Volume 02 Volume 03 Volume 04 Volume 05 Volume 06 Volume 07

100%

80%

40%

20%

60%

0%

Repair possible via SOTA Repair not possible via SOTA

Premium 02

Recalled vehicles per brand (2015-2019)

More than 43 percent of the 
recalls could be fully/partly fixed 
by SOTA

43%

2	 BearingPoint analyzed 10 of the top brands in the German car market regarding their recall campaigns on the basis of the KBA recall database and set up a formula for the calculation of the cost 
savings for avoiding a recall by the usage of SOTA.
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Potential cost savings for German OEM's 

The recalls from 2015 to 2019 led to costs that were €213.6 million at a minimum for the analyzed brands in the German car market. Classifying more 
than a third of these costs as recalls due to software issues, at least €93.6 million could have been saved by processing the recalls via SOTA. Costs for recalls 
not only involve the visit to the garage visit but also preparing, communicating and training for issue solving measures to all involved parties at the HQ, 
wholesale and retail level, all of which are not included in these figures. There are also software related costs for warranty work and field measures that 
have not been included our analysis and assumption. Hence, real cost savings are even higher. The significance of the figures above, covering only one market, 
shows the huge cost saving potential for global automotive after-sales.3
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Cost saving potential with SOTA per brand in million €

Top selling German OEM's could 
have saved almost €100 million by 
SOTA technology on recalls.

€100M.

3	 BearingPoint analyzed 10 of the top brands in the German car market regarding their recall campaigns on basis of the KBA recall database and set up a formula for the calculation of the cost savings  
for avoiding a recall by the usage of SOTA. 0.5 h x €50 x Number of affected vehicles. Formula explanation: 0.5 h as the minimum time to fix a recall at the garage, €50 as the minimum price for a 
man-hour in a German garage.
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BearingPoint developed a maturity assessment for SOTA and created a 100 Point scoring model to rate the level of implementation at OEMs. This scoring 
model analyzes the service scope, vehicle architecture, customer experience and additional services. As a result, OEMs can be classified according to their SOTA 
maturity in five different levels from basic to master. 

Service scope

Customer experience

Vehicle architecture

Additional services

BearingPoint 100 points scoring model

The manufacturer o�ers zero to minimum SOTA applications.

The manufacturer started with SOTA applications and o�ers first services, e.g., map updates over 
the air in various markets in some or all of its model series.

The manufacturer o�ers SOTA applications with a medium service scope and solid customer 
experience, for example, to fix bugs or install new apps in some or all its model series. 

The manufacturer o�ers a good range of SOTA applications with an extensive service scope, good 
customer experience and rolls-out updates on a regular basis to renew vehicle technology and to 
conduct repair and maintenance for most or all of its model series including activation possibilities 
via mobile app and customer portal.

The manufacturer o�ers an extensive service scope, great customer experience and customizable 
SOTA applications that also generate revenue streams for all its model series. The manufacturer is 
also advanced in remote diagnosis and automated repair of its vehicles, enabling car self-healing 
process.

Stage 5

Basic

Stage 4

Explorer

Stage 3

Professional

Stage 2

Expert

Stage 1

Master

100110
011010

Description of maturity levels
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Level of SOTA maturity and implementation status

BearingPoint analyzed the maturity level of 10 automotive brands4. The result shows that there is still room for improvement at all of them. Overall, almost all 
manufacturers only offer map updates over the air and no remote repair. Some of the manufacturers do not provide Wi-Fi connectivity (connecting the car to 
an external network via embedded adapter), use embedded SIM cards, which is fine, but do depend on network availability and often results in costs for the 
OEM. Some OEMs still require a data storage device to download the update (for example, USB or Smartphone). BearingPoint identified Tesla as the 
benchmark, which achieved the highest maturity (not part of the top 10 selling brands in Germany), providing the highest level of repair and maintenance 
functions via SOTA. Furthermore, on a global scale, Chinese OEMs are following the US brand closely, reaching maturity levels >3 (for example, Nio, Roewe, 
Geely) – but are not part of this study.

4	 Focus on top 10 selling brands in Germany (further maturity ratings available at BearingPoint e.g., China and USA).
5	 Over-the-air firmware update controlled by customer.
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Conclusion and recommendations of action

6	 See discussions on EU Commission plans for how vehicles should be connected in the future, either by using 5G (C-V2X) or Wi-Fi networks (V2V). This decision also split the auto and tech industries. The 
pros for Wi-Fi say that Europe could have broader penetration and faster implementation by giving all technologies a chance. On May 14th, EU set the direction for 5G with its COMMISSION 
IMPLEMENTING DECISION (EU) 2019/784 (https://eur-lex.europa.eu/eli/dec_impl/2019/784/oj). 

The majority of the customers understand the benefits and 
will further embrace SOTA features due to “convenience,” “time-
saving” and “added-value” as major drivers leading to increased 
customer satisfaction.

Technology question on 5G vs Wi-Fi remote updates left 
unanswered6 due to uncertainty between the relation of data 
size growth and 5G availability.

Enabling technology to own direct relationship with the 
customer and interactions, e.g., via HMI or contact centers. 
Increasing customer willingness to pay for related features and 
technical ability will provide new revenue streams.

SOTA can cut down costs by billions of euros for automotive 
manufacturers, suppliers and service providers by preventing 
recall campaigns, running remote repairs and quickly reacting  
to potential cyber security issues.

Conclusion

?

OEMs and OESs should speed up SOTA activities by enabling 
R&D, Production, Sales and after-sales with clear processes, 
sufficient capacity and know-how as well as an understanding 
of benefits and business case potential.

Always include a strict cyber security program to prevent 
cyberattacks and abuse including corporate ability to fix failures 
fast (via DevOps structures and methods as continuous delivery) 
considering new global and legal regulations.

Prioritize SOTA activities in relation to business case, 
customer requirements and technology development as an 
enabler with flexible sales and pricing models (subscription/ 
on-demand).

Listen to the voice of the customer and implement their UX 
and functional needs and closely monitor as they will change 
quickly and increase over the next two to five years.

Recommendations of action
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BearingPoint SOTA service portfolio

Our service portfolio can help automakers overcome challenges and to succeed in realizing the full potential of the SOTA technology.

Benchmarking analysis to assess campaign & service portfolio competitiveness including customer priorities and technology 
requirements resulting in action plans to achive an improved SOTA maturity rating.

Process re-engineering by applying fit-gap-analysis assessment to improve existing back- and front-end technology platforms with 
regards to flexibility, making it future proof and reducing malfunctions from old “legacy world.”

Organizational competency assessment, functional and cultural training for stable and performant SOTA delivery.

Agile Coaching, Program and Project management to support the entire set of changes in processes and systems.

Technology assessment (methods, tools and service providers) and quality management optimization for SOTA applications 
including cyber security.

Pricing- and sales model design for value-add SOTA services including MVP design and piloting.

Customer journey analysis, design and development of SOTA UX/CX to become leading practice.
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Scope and approach of study

The analysis was conducted in the timeframe of five months in 2019 for Germany.7 The study includes three premium (Audi, BMW, Mercedes-Benz) and  
seven volume car brands (Volkswagen, Ford, Hyundai, SEAT, SKODA, Opel, Renault).8 All recalls of the KBA database from 2015-2019 were analyzed.  
In addition, BearingPoint performed expert and car owner interviews in the USA, China and Germany.9

7	 BearingPoint analyzed 10 of the top selling brands in the German car market regarding their recall campaigns on the basis of the KBA recall database and set up a formula for the calculation of the cost 
savings for avoiding a recall by the usage of SOTA.

8	 The study is also available for further markets (e.g., China) and brands (Porsche, Volvo, Lexus, Jaguar, Toyota and more) @ BearingPoint upon request.
9	 Expert/car owner interviews (86 interviews with the focus groups and 20 deep dive interviews).

USA
China

Recall analysis (KBA Database)Interview with owners and automotive experts

Germany

12



© 2019 BearingPoint GmbH, Frankfurt/Main. All rights reserved. Printed in the EU. The content of this document is subject to copy right (“Urheberrecht”). Changes, cuts, enlargements and amendments, any 
publication, translation or commercial use for the purpose of trainings by third parties requires the prior written consent of BearingPoint GmbH, Frankfurt/Main. Any copying for personal use is allowed and 
only under the condition that this copy right annotation (“Urheberrechtsvermerk”) will be mentioned on the copied documents as well. Photo credits: Adobe Stock, www.stock.adobe.com. BEDE19_1266_EN.

Contacts

Dr. Stefan Penthin 
Partner 
stefan.penthin@bearingpoint.com

Authors: Christian Wagner, Anna Schulz 

Christoph Landgrebe 
Partner 
christoph.landgrebe@bearingpoint.com

13



About BearingPoint
BearingPoint is an independent management and technology consultancy with European 
roots and a global reach. The company operates in three business units: The first unit 
covers the advisory business with a clear focus on five key areas to drive growth across all 
regions. The second unit provides IP-driven managed services beyond SaaS and offers 
business critical services to its clients supporting their business success. The third unit 
provides the software for successful digital transformation and regulatory requirements. 
It is also designed to explore innovative business models with clients and partners 
by driving the financing and development of start-ups and leveraging ecosystems. 
BearingPoint’s clients include many of the world’s leading companies and organizations. 
The firm has a global consulting network with more than 10,000 people and supports 
clients in over 75 countries, engaging with them to achieve measurable and sustainable 
success. 

For more information, please visit: www.bearingpoint.com

www.bearingpoint.com
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