
How can vehicle manufacturers 
fit into the new connected car 
ecosystem?

IN 30 SECONDS
•  In the era of the connected car, 

OEMs need to transform their 
supplier relationships

•  OEMs face stiff competition 
from their software suppliers in 
providing immersive experiences 
where customers can be 
provided with a range of services

•  We provide five 
recommendations for OEMs 
in transforming their supplier 
strategy for a connected world

Why car manufacturers must rethink their supplier relationships and offerings or risk being left behind
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Connected cars: running on code
Software has grown in importance from controlling mechanical parts to being a key differentiator for the customer experience



Introduction

Adapting to a changing role

1.  Overcome complexity with 
collaboration

 2.  Keep tabs on industry trends and 
supplier strategies to exploit both

3. Build a new culture

4. Keep data (and customers) safe

5.  Make choices based on suppliers’ 
agendas

Key Takeaways

About the author

Notes and bibliography

#connectedcar

TR
EN

D
S

2 The first production car to incorporate 
embedded software (‘code’) was 

the 1977 General Motors Oldsmobile 
Toronado, which had an electronic control 
unit (ECU) that managed electronic spark 
timing1. We have come a long way since 
then: most components in the car are 
now monitored and controlled by code, 
and most high-end cars also have code 
to talk to software services outside the 
car, from simple features like real-time 
traffic warnings to the more complex, like 
remotely controlling the climate in the car 
from your smartphone app.

Connected car technology is rapidly 
becoming a key differentiator for 
consumers. As original equipment 
manufacturers (OEMs) rush to incorporate 
innovative software into their cars, they 
find themselves operating in a new 
landscape – one in which, for the first time, 
they risk losing their place at the top of the 
supplier pyramid. 

Consumers should already be able to 
sense OEMs’ shift in focus from a car’s 
hardware specs to its connectivity and 
the services that on-boarding, remote 
software and apps can provide – such as 
vehicle status, remote door-lock, remote 
pre-heat, GPS tracking, journey logs, and 
a plethora of in-vehicle infotainment. 

Software providers to the auto-
manufacturing sector have the potential 
to completely disrupt this current supply-
chain structure. Customers want the 
same kind of connectivity and access to 
information whilst driving their car as they 
have 24/7 on their phones whilst walking 
down the street. For OEMs, setting the 
right supplier strategy will be crucial. Yet 
many are a long way from having plans in 
place.

Adapting to a 
changing role
The hardware that traditionally 
distinguished one car from another is 
becoming increasingly standardised 
across models and brands. This is thanks 
in part to the evolving role of suppliers in 
the final product, and the development 
of new technologies that supersede 
existing vehicle platform capabilities, such 
as hybrids, electrification and third-party 
infotainment platforms like Apple Car 
Play and Android Auto. At the same time, 
these software features are becoming 
a key differentiator for customers. 
Software features can be delivered by 
software solely in the car or by a mixture 
of in-car software and cloud-based 

As OEMs rush to incorporate 
innovative software into their 
cars, they find themselves 
operating in a new landscape 
where, for the first time, they 
risk losing their place at the 
top of the supplier pyramid

software services optionally combined 
with smartphone apps. Software in the 
cloud can be changed in the blink of an 
eye to immediately ‘upgrade’ all vehicles 
using it, if required. Software in the car 
can be changed using ‘Software Over the 
Air’ (SOTA) – this is slower and carries a 
greater cost, as it is done per car over the 
mobile network. OEMs need strategies 
for deciding which aspects of new 
software features should be implemented 
in hardware, as software on the car, 
as cloud-based software services, or in 
smartphone apps. Vehicle platforms are 
being simplified as OEMs introduce electric 
cars and start to design virtualised on-car 
computing platforms that promise to 
replace hundreds of modules with a small 
number of general purpose ones.
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It is vital that supplier 
relationships change to reflect 
this new connected-car reality

Soon, even the way we think about 
cars could change. Rather than being 
products in their own right, cars are poised 
to become platforms through which 
services can be delivered – and key to this 
is software, and those companies that 
supply it. 

So how much have things really changed 
since code was first introduced to manage 
spark-plug timing? A modern high-end car 
has 100 million lines of code. To put that 
into perspective: the average iPhone App 
has 50 thousand lines of code, the space 
shuttle has 400 thousand lines of code, 
an F-35 Jet Fighter has 23 million lines of 
code, and the large Hadron Collider has 
50 million lines of code2. That’s right – the 
connected car has more lines of code 
than all of those combined (see lead 
infographic).

In order to keep up with the pace 
of change, OEMs will have to build 
relationships with software suppliers that 
can give them the upper hand in areas 
such as big data, cyber security and 
cloud computing. But the suppliers are 
numerous and the market is fragmented. 

On top of this, many software providers 
are less interested in transactional 

relationships with OEMs, and more 
interested in getting their own hands on 
user data – and users. Whilst shifting to 
a service model, OEMs stand to lose the 
chance to create a new revenue stream 
through connected-car software if they 
don’t get their partnering strategy right 
the first time. 

OEMs must adapt their supplier strategy 
and make some crucial choices about 
how they wish to partner and position 
themselves in this evolving environment.

Today, more than half of auto suppliers 
and manufacturers (55%) are still at 
the initial stages of connected-car 
development3 – many have some 
connected features on some models 
and are in the process of rolling this out 
further. Some have effectively bought-in 
solutions in an attempt to catch up or 
gain a foothold. It is vital – both for this 
group and for others that have done 
more work with connected cars – that the 
way supplier relationships are governed 
internally changes to reflect this new 
connected-car reality. With this in mind, 
here are our five recommendations for 
best managing suppliers in the age of the 
connected car.

1. Overcome 
complexity with 
collaboration
One simple solution for OEMs to gain 
a foothold in the connected-car space 
whilst ensuring they are not losing ground 
to their software providers is simply to 
buy a stake in them. This is exactly what 
Porsche did in 2014 by acquiring a 10 per 
cent stake in INRIX, a traffic intelligence 
company4.  But as the complexity of the 
software ecosystem grows, individual 
OEMs will not be able to pursue this 
strategy across every software service they 
require. One solution to this is to join forces 
with their traditional rivals. 

In October 2015, German OEMs Daimler, 
BMW and Audi formed a consortium in 
order to buy Nokia’s mapping business 
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HERE5. By collaborating with rivals, OEMs 
will be able to manage the complexity 
of this new environment better. Just as 
five rivals in the aerospace sector came 
together to create BoostAeroSpace6, 
a private cloud solution, OEMs could 
overcome their differences as traditional 
rivals in order to ensure their survival 
through this latest disruption.

However, even this plan will not solve the 
whole problem. OEMs will need to develop 
deep relationship strategies: work out 
which suppliers should become partners 
(where rivals face the same challenges), 
who to work with as a traditional supplier, 
and where it is worth investing in 
technology and companies. 

2. Keep tabs on 
industry trends and 
supplier strategies to 
exploit both
As the technology develops in areas such 
as modular car updates, over-the-air 
software updates, vehicles-as-a-service, 
and self-driving cars, there will be a vast 
range of services that OEMs will want to 

introduce into their connected cars. Most 
OEMs will choose to focus on some of 
these, but not all. 

Each new piece of technology may lend 
itself to multiple uses. Take geofencing7,  
which is software that sets up virtual 
barriers for driving. Some OEMs will want 
to use it to develop fleet management 
systems for commercial customers. Others 
will want to use it to offer consumers 
more choice in the way they personalise 
their cars – setting speed and location 
geofences for cars driven by teenagers, 
for example. For an OEM, picking the right 
partner for geofencing services will depend 
on the way it wants the software to be 
implemented in the car. 

Because connected-car technologies are 
at such an early stage, car manufacturers 
will need to choose these suppliers 
carefully. They must make partnering 
decisions based not only on which 
companies are able to fulfil their 
requirements today, but also to what 
extent these suppliers are pushing 
boundaries in their niche, how they might 
develop and what they will have to offer 
the OEM in the long-term, and whether 
supplier and OEM visions and strategies 
align. 

3. Build a new culture
Supplier management will have to 
become ecosystem management in the 
connected-car space. This will extend 
to 24/7 service provision for connected 
features – yet another example of 
the impact of connected cars on the 
auto-manufacturing operating model. 
OEMs must move from their current 
position at the top of the supply-
chain pyramid, working with suppliers 
through an incentive-based approach 
where a constructive tension of time-
to-supply, costs, quality and volume 
hang in the balance, to developing 
true partnerships with suppliers in the 
broader connected-car ecosystem, where 
innovation and agility are at the core of 
the relationship.

Supplier management will 
have to become ecosystem 
management in the 
connected-car space
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One of the biggest changes needed within 
OEMs will be bringing in the skills and 
cultural expertise required to handle the 
assembly of connected cars: expertise 
in enterprise architecture may end up 
being more important than mechanical 
engineering as OEMs look to put together 
diverse software components. Hiring 
policies will have to change to reflect this 
new required skill set. Employees that can 
bring a start-up mentality to OEMs will 
be increasingly valuable, but this will be a 
profound cultural shift in what has been 
traditionally a conservative, ‘waterfall’ and 
safety-oriented sector. The car is now a 
layer cake. The base layer is engineering, 
which for safety’s sake must jump through 
the time-consuming hoops of myriad 
worldwide certifications and regulations 
– so change must be tightly controlled. 
The top layer is the software and services 
that will be updated over the net. This will 
allow OEMs to leapfrog each other with 
new features, sent wirelessly to existing 
customers and cars already on the road.

This new culture will help manufacturers 
to change the way they interact with 
their suppliers, moving from transactional 
relationships to collaborative ones. Asking 
their suppliers what new innovations 
they have to offer must become a reflex 
question for OEMs to ask. BMW recently 
established BMW i Ventures8, a venture 
capital company based in New York 

that invests in start-ups with a strong 
focus on improving personal mobility 
in urban areas. In such an ecosystem, 
small tech companies will be able to 
work hand-in-hand with the OEM to 
develop technologies that are a natural 
fit for both parties. The company also 
runs BMW Startup Garage9, a program 
that helps automotive start-ups through 
co-development partnerships, with the 
OEM serving as a client to these new 
enterprises. Ford and General Motors 
have opened their vehicle APIs to enable 
innovation from outside the OEM. Jaguar 
Land Rover is planning the same strategy; 
they recently ran a three-day ‘hackathon’ 
with developers and suppliers to create 
new apps for their connected car. JLR are 
also setting up an innovation incubator10 
as well as running research projects to 
work out how to use cars to crowd-source 
and share data, such as pothole locations, 
with other cars or the authorities11. 
Daimler and Qualcomm announced 
a strategic collaboration focusing on 
pioneering innovation for connected cars 
and ‘always-on connectivity’12.

The introduction of connected software 
will also entail product lifecycles that 
are much faster than anything OEMs 
have been used to before. Processes and 
strategies will need to be updated to 
reflect this – and built into the culture as 
early as possible. The agile, sprint-based, 
world of software development that 
must deliver new features with frequent 
prototyping, review and revision must 
dovetail into the traditional ‘waterfall’ 
engineering lifecycle of concept design, 
build, test, and certification of physical 
vehicle platforms and models.

OEMs are expert at building vehicles that 
are a complex combination of parts from 
different suppliers. They must become 
experts at deploying software onto 
connected cars that, whilst themselves 
being complex and constructed with parts 
from many suppliers, must also interact 
in real time with even more third-party 
software services in the cloud that are 
changing dynamically, outside of OEM 
control.

The introduction of connected software will entail product 
lifecycles that are much faster than anything OEMs have been 
used to before
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4. Keep data (and 
customers) safe
As the consumer offering will rely on 
services and technologies working outside 
the car, OEMs will increasingly need to 
build or source new solution components 
through managed cloud services 
connected to data centres around the 
world. With increasing country-specific 
legislation around Personally Identifiable 
Information (PII) and where this must be 
stored and processed, increasing attention 
must be paid to how data and systems are 
physically deployed and connected around 
the globe.

The more third-party software services are 
added to a car – a natural development 
as more services are added to vehicle 
feature lists, and the connected car app 
ecosystem grows – the more entry points 
for hackers there will be. This leaves OEMs 
in a challenging situation when it comes 
to protecting consumer data, and even the 
possibility of hackers using these avenues 
to gain access to control the vehicle.

This brings new risks for OEMs that must 
also be managed – an important concern 
when dealing with new suppliers and 
building relationships with both them 
and consumers. Data privacy and vehicle 
security should not be an afterthought 
for OEMs, but should be addressed 
comprehensively, in-depth, from day 
one to ensure that manufacturers avoid 
incidents that could ruin consumer 
appetite for connected cars. 

5. Make choices based 
on suppliers’ agendas 
In the future, a large part of OEMs’ 
revenues could come from services rather 
than products. This needs to be considered 
and built into any supplier strategy. Some 
of the suppliers that might look tempting 
at this early stage of the connected car 
revolution, such as Apple and Google 
– which have excellent consumer 
recognition and reputation – will also 
be aiming for this service space. Such 
companies also have the scale to enter 
negotiations with OEMs from extremely 
strong positions. They do, after all, bring 
many customers with them.

OEMs must decide how important a 
service-based revenue stream will be for 
them in the years to come, and make 
supplier decisions accordingly. These 
decisions will determine the capabilities 
and limitations of their platforms in 
the future, as well as which ecosystem 
they will be working within eventually. 
Whether OEMs choose an Apple, Google 
or in-house ecosystem, this is where 
information services and virtual customer 
accounts will live – and hence be the 
place where new customers and revenue 
streams will come from. 
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•  OEMs face a steep learning curve in adapting to 
the world of the connected car, and the impact 
this will have on their supply chains

•  Technologies will be much more focused on 
software than hardware – this shift will be 
compounded by increasing standardisation and 
simplification of hardware components across 
models and brands

•  Many of these technologies are in areas where 
OEMs have no traditional expertise – acquisitions 
can help to solve this problem, but partnerships 
will be crucial

•  A key part of this process will be to establish 
which suppliers would make good partners, and 
even whether it will be possible to work with 
traditional rivals in order to weather the storm of 
complexity

•  OEMs must establish long-term goals for their 
connected-car ventures, and choose the right 
suppliers based on vision as well as current 
capabilities, so that ecosystems created as 
suppliers come together can meet both short-
term needs and long-term goals

•  The working culture of OEMs must change to 
adapt to this move from hardware to software. 
New types of engineers with software expertise 
will be required, as well as people with more of 
a ‘start-up’ mentality. This will have a knock-on 
effect on relationships with suppliers.

•  Cyber security must be a crucial consideration 
from day one, in order to keep customers safe as 
the move to connected cars results in ever more 
data being created and held in different places. 
Much of this work will happen off-site, by suppliers 
or partners, which will present its own challenges. 

•  OEMs must bear in mind that software suppliers 
have different priorities to traditional hardware 
suppliers, which revolve around getting end users 
locked into their ecosystem so that they can be 
sold new products and services. If OEMs want 
to have access to such ecosystems, they need 
to choose their partners and negotiate their 
contracts wisely.

KEY TAKEAWAYS
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